As far as downgrades/crossposting for ICA purposes—like- said, as long as we can get to the
- level we're good. NSA has been fantastic about making election—relevant- usable, and
we really appreciate your commitment to that.

Director, Election Threat Analysis
National Intelligence Council/DNI Election Threat Executive

rrom: I s I 1 cov

Sent: Friday, November 20, 2020 9:20 AM

To: I > I s+ cov I - -
- I

s
- O I 5 E
s cov I > I U5 -0
I s I U5+ cov I 5 I U5 GOV
— |

Subject: RE: (U) Note to Election Threat 45 day ICA China Section Drafting Team

Classification: [
N

OK, thx. Regarding cross-posting into various- or downgrading toI for the 45 day piece, if you
make sure there are- versions, we’re good.

CNIO for Cyber and Elections

Cryptologic National Intelligence Officer Council-
Office of Strategic Analysis-
Information & Intelligence Analysis-
Directorate of Operations.

National Security Agency

Secure:

Unclass: [
Team emait: N




Regards,

rrom: I < N 15+ o I

Sent: Friday, November 20, 2020 8:22 AM

To I - I U5 GOV

GOV

I
B s/ N U5+ o I > I 5 GOV
I

Subject: RE: (U) Note to Election Threat 45 day ICA China Section Drafting Team

Classifcation: [

All,

- has heard/received nothing.

We have deliberately massaged our one pending PDB to avoid any direct links to the election. The
massive report we have been waiting on has been chopped up into 13 reports that likely will not get
out until late next week. Many/all of them will be cross-posted into- or downgraded to
I so that can be more readily incorporated into the 45-day piece, if needed.

= [
—

Strategic Intelligence Analyst
. China & North Korea Strategic Assessments

Blde/Room: [N
-

rrom: N > N s v NN S

Sent: Thursday, November 19, 2020 4:25 PM

To: I >+ I <+ " I > J 5
Gov s JE U GO I

I
B oA B U5 o I > I U5 GO




| [eRE |
c: I - -
[

Subject: RE: (U) Note to Election Threat 45 day ICA China Section Drafting Team

Classification: ||| G

Hello All,

Greetings...just wanted to touch base to see if anyone has contacted you about this and/or if you are
doing any work on this product yet. Thanks in advance.

Regards,

CNIO for Cyber and Elections

Cryptologic National Intelligence Officer Council-
Office of Strategic Analysis-
Information & Intelligence Analysis-

Directorate of Operations.
National Security Agency

Uncloss I
ream emai: I

erom: I > IR '+ o~

Sent: Wednesday, November 4, 2020 12:58 PM

To: I > I U5+ o I < I U
cov I > H Us: o
B v I U5+ cov I ' I U GO
I

cc I - - I




-

Subject: (U) Note to Election Threat 45 day ICA China Section Drafting Team

Classification: _

All,

Greetings, hope all is well. | just wanted to send you a note with a few thoughts on this coming
project. First, thanks in advance for your work on this product. Second, when you begin
communicating with co-drafters across the community, please cc those on the cc line so we can
maintain visibility on progress, provide assistance where needed, and help alleviate any potential
problems. | also wanted to let you know that we optimally would like to keep |||l

Let us know if you have any questions. Thx!

Regards,

Cryptologic National Intelligence Officer (CNIO) for Cyber and Election Threats & Security

Cryptologic National Intelligence Officer Council-
Office of Strategic Analysis-
Information & Intelligence Analysis-
Directorate of Operations.
National Security Agency

Secure: -

Unclass:

[
Team email: [l @3
//

Classified By:
Derived From:

Dated:
Declassify On:

Classified By:
Derived From:

Classification: _




Dated:
Declassify On:

Classified By:
Derived From:

Classification: _

Dated:
Declassify On:

Classification: [

Classified By:
Derived From:

Dated:
Declassify On:

Ciassifcation: [



DECLASSIFIED BY PRESIDENT TRUMP on 3 July 2026

From:

To:

Cc:

Subject: Everyone"s favorite topic

Date: Thursday, December 23, 2021 12:52:29 PM

Classification: [N

Classified By:
Derived From:
Declassify On:

Take a minute and read through this report. It cites some of the same intel and logic used in 2020 to
say that these same units were NOT engaged in election influence but were instead only issue-
focused, to now argue that China IS influencing the ||l e'ection. The regional influence, focus
on issues, etc. They literally cite as support for their argument some of the same reporting used in
the mainline assessment in our minority report.

For example, they cite ||| I activity as being “the Chinese military” even though in 2020
the IC said we didn’t know who it was. This report describes the same unit that- and | said were
influencing the US 2020 election and now characterizes it as an election-influence unit and attributes
it to the Chinese Government. That's a weird coincidence, and one we should highlight for oversight.

-81 o S

We should consider how this looks and on what logical, non-partisan basis the IC makes calls one
way or the other. Why is this unit engaged in election influence in the ||| N < o
promote China’s interests” but when they do it here it’s “issue influence” but somehow not election-
related? It’s the same personnel doing the same kind of activity.

National Intelligence Officer - Cyber
ODNI/National Intelligence Council

Secure: [ N
o
PRGERY @00 |
Unclass email: || || [ GG

Classification: (NG




erc [ A in Mid-2020 of

Collection of U.S. Consumer, Military, Voter Registration Databases;-
Capabilities To Conduct Identity Verification Checks of U.S.

Persons

DETAILS (U)

I - I
T N

origin databases,_ contain the personally identifiable information (PIl) of

million Americans.— these databases|JJjj




U.S. Consumer database

U.S. Voter Registration databasg

U.S. Voter Registration databases from State
Governments of [l Georgia, lowa

Registered U.S. Military Personnel Information database

comprehensive Pll baseline on uU.S.

persons
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COUNTRY OR NONSTATE ENTITY: -United States; China

SUBJECT: -Chinese Government Production and Export of
Fraudulent US Drivers Licenses to Chinese Sympathizers in the United
States, in Order to Create Tens of Thousands of Fraudulent Mail-in
Votes for US Presidential Candidate Joe Biden, in late August 2020

DATE OF INFORMATION: - 00 AUG 2020
sumvARY : [ mone.

SOURCE: -A collaborative source with indirect access, none of
whose reporting has been corroborated for less than one year.

CONTEXT: -The source obtained the information from an
identified sub-source, who claimed they obtained the information
from unidentified PRC government officials.

WARNING: -This is an information report, not finally evaluated
intelligence. It is being shared for informational purposes but has
not been fully evaluated, integrated with other information,
interpreted or analyzed. Receiving agencies are requested not to
take action based on this raw reporting without prior coordination
with the FBI. Unless a conviction in a criminal proceeding occurs,
a presumption of innocence exists for any person being reported on
in this IIR.

TEXT:

5 B -In late August 2020, the Chinese government had
produced a large amount of fraudulent United States drivers licenses
that were secretly exported to the United States (NFI). The
fraudulent drivers licenses would allow tens of thousands of Chinese
students and immigrants sympathetic to the Chinese Communist Party
to vote for US Presidential Candidate USPER Joe ((Biden)), despite

FBI-SJC-IIR-000003



not being eligible to vote in the United States. China had collected
private US user data from millions of TikTok accounts, to include
name, ID and address, which would allow the Chinese government to

al US persons' information to create the fraudulent drivers
license. The fraudulent drivers licenses were to include true ID
number and true address of US citizens, making them difficult to

detect. China planned to use the fraudulent drivers licenses to
n

=

int for tens of thousands of mail-in votes.

- FBI COMMENTS: A p

ersons address information was not a
valid field when creating a TikTok account. It was unspecified how

China would attain US address data from the application.

a
_ source is available for re-contact.

FUNCTIONAL CODE: -

INSTR: -US Yes. Contact FBIHQ for additional details

DATE OF ACQUISITION: - 24 AUG 2020

Please direct Requests for Information (RFIs) to

time-sensitive, and include a date or time-frame required for a

FBI-SJC-IIR-000004



and SDRs to

evaluations

Direct comments

or

declass

concerning foreign disclosu

number and subje

AGENCY : _tIA Coast Guard; DEA; DHS; Defense; Energy; FBI;

Justice; NGA; NRO; NSA; ODNI; State; Treasury; White House

DIA; Defense; Navy
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discuss targeting 2024 US

elections: 2023 information

(U) Correction




(U) Key points

The essential element in this report is as follows:

R R T R
I et the 2024 US slectons.

(V) I Analysis

I ™ i .o i N e nsiroced o
target unidentiied 2024 US elocions o

(U) Details

FERTEEET N[ R DR N




N R o B < I .o N = o'c

registration information from Named US state entity 1 (US-1).

(U) Election

e —

the election system as the following year was the US election. | GGG

I 7his is a reference to an unidentified 2024 election, almost certainly the 2024 US Congressional or

Presidential elections. _ to join an effort to- an unidentified swing state to observe the voting
situation ahead of time.

AR I requested _ a list of swing states. This is almost certainly a reference to US

electoral swing states, suggesting their discussion is regarding the 2024 US Presidential election.
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DECLASSIFIED BY COUNSEL TO THE PRESIDENT WARRINGTON ON 10 JULY 2026

0T I a1y on U.S.

Voter Registration Information from Multiple States, ||}
I Conduct U.S. Identity Matching and Public Opinion Analysis; 2019

(U) DETAILS

PRC_- analysis on U.S. voter registration
U.S. voter registration records from the- Mid-term Elections. _ the- data-
contained_ personal identifiable information (Pll).-

it would be used— for_ mining Pll on U.S.
citzens Adciionely, I - <~
could be used_ to analyze, discover, - the identities of U.S.
citizens _— the- information would be used to conduct
opinion_ analysis on the U.S.- General Election. Furthermore,-

to contmue- state voter registration data.




b

F—

&)

o -
(8 @

Y

r

B

—

\

—~

]
s -
(
=]
eI

-~
<

Page



Page 3



















DECLASSIFIED BY COUNSEL TO THE PRESIDENT WARRINGTON on 10 July 2026

From: -DNI-
Subject: RE: (U) RE: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election
Date: Wednesday, October 07, 2020 9:32:03 AM

Classified By:
Derived From:
Declassify On:

Hey that is great news. is an NSA senior, one of the few seniors that remained analytically

focused, so having him on board is a big deal.

rrom: I - I

Sent: Wednesday, October 7, 2020 9:29 AM

Subject: FW: (U) RE: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election

Classified By:
Derived From:
Declassify On:

Director, Election Threat Analysis
National Intelligence Council/DNI Election Threat Executive

rrom: I "~ I

Sent: Wednesday, October 07, 2020 9:28 AM

To: I " - I

Subject: RE: (U) RE: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election

| think it speaks exactly to what has been on my mind but what was left out of the mainline IC
assessment. | think it looks very good!
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I

Cl SME

East Asia Cl Division -

Operations/IIA/Office of East Asia Pacific
Senior Advocate, English as a Second Language (ESL) Employee Resource Group
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rrom: I > I

Sent: Tuesday, October 6, 2020 3:40 PM

To: I "~ I

Subject: RE: (U) RE: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election

Classified By:
Derived From:
Declassify On:

Good to know. I've heard a few other similar comments from some analysts in CIA, though not in the
main China office. Maybe this will draw them out of the woodwork.

Here's a- version of the paper. | sent this to_ and_ earlier, but

wanted to make sure your team had a chance to take a look.

Director, Election Threat Analysis
National Intelligence Council/DNI Election Threat Executive

rror: I > I

Sent: Tuesday, October 06, 2020 10:48 AM
To: -DNI-
Subject: RE: (U) RE: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election




Classiication:

Thanks. Just for your awareness, as that last COl meeting was going on, everyone around the table at
NSA had thoughts similar to what | shared at the meeting. | think many were reticent to express
them to the group because FBI and CIA seemed so adamant about their stances. I’'m happy to see
that we can have the alternative view point. :)
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CI SME

East Asia Cl Division -

Operations/IIA/Office of East Asia Pacific
Senior Advocate, English as a Second Language (ESL) Employee Resource Group
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erom: I - I

Sent: Tuesday, October 6, 2020 9:44 AM

ro: I > I

Subject: RE: (U) RE: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election

Classified By:
Derived From:
Declassify On:

0

Thanks to you too for sharing your thoughts in the last COl meeting. It sounded to me like your take
on this is at least somewhat similar to ours. | felt like jumping in to agree with you, but I've burned
enough political capital arguing with CIA and FBI about this that | thought it might be more
productive for me to sit the discussion out. The positions are not really that far apart, so I’'m not sure
why so many in the community want to close down the possibility that China might have done or be
doing *something.* But, hopefully this piece sparks some more thought and discussion.



Director, Election Threat Analysis
National Intelligence Council/DNI Election Threat Executive

rrom: I

Sent: Tuesday, October 06, 2020 8:36 AM

Subject: (U) RE: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election

Ciassifcation: |

| really appreciate this. Thank you very much -!

—
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East Asia Cl Division |||}

Operations/IIA/Office of East Asia Pacific
Senior Advocate, English as a Second Language (ESL) Employee Resource Group

|
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From: I -

Sent: Monday, October 5, 2020 4:36 PM

2







c- I ' I '

Subject: For IC coord by Wed. 7 Oct.: NIC alternative analysis on china/election

Classified By:
Derived From:
Declassify On:

Hello everyone,



As I’'m sure many of you have gathered through coord comments, COI discussions, or other
conversations, NIO Cyber and | have a somewhat different take on the China/election story than
what has appeared in production so far. Rather than continue to argue about this and drive you all
nuts, we are opting to publish an alternative analysis NIC memo. We think this is the best way for us
to put our perspective on the record while not getting in the way of what the rest of the community
wants to say. The lead, in short non-compartmented form, is that we assess that Beijing has taken
some low-level, exploratory steps to denigrate the President and shape voter perceptions ahead of
the election.

We have really appreciated everyone’s efforts to community coord all election-related production,
and in that spirit I'd like to offer you all the chance to comment on this piece. However: we are
clearly labeling this as alternative analysis and highlighting that it is the perspective of NIO Cyber and
myself only. Which means that we will most likely not be taking comments on board; we already
know most of you disagree. But fear not. We are including a large text box laying out the mainline
view.- and_ have helped us craft this, but we would very much appreciate your
input on it to make sure that we're capturing your views accurately. The intention is to show an
honest analytic difference, not to set up a straw man version of the IC line to knock down.

Like most of the China/election production, this piece uses .The IC

Mainline Analysis text box uses_. Though mostly- If you have at Ieast- and

would like to coordinate on this box, please let me know. We are looking for input by COB
Wednesday 7 Oct.

The full piece uses_. I'm still fixing some formatting issues, but can

work with you to get you some version of the paper.

Thank you all—we look forward to continuing conversation on this topic.

Director, Election Threat Analysis
National Intelligence Council/DNI Election Threat Executive

Classified By:
Derived From:

Dated:
Declassify On:
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DECLASSIFIED BY COUNSEL TO THE PRESIDENT WARRINGTON ON 10 JULY 2026

Summary:

Abhead of the 2020 Presidential Elections. China had extensive plans to utilize potential | N 2»d
cyber operations to sway public opinion against the Trump Administration and international opinion against
the U.S. Government. The China plans were designed to exploit U.S. societal fissures and vulnerabilities.
to influence U.S and other audiences. and by extension U.S. government decision-making. The plans
addressed several scenarios. including military conflict between the U.S. and China. as well as other
potential crises.

The N opcrations themes covered a broad range of topics. to exploit what China perceived to
be U.S. fissures and vulnerabilities (perceived or real). including:

e Gun proliferation: and
e Immigration policies:
e Inciting migrant community dissatisfaction with the USG:
e Instigating demonstrations against the USG’s alleged human rights violations against
immigrants:
Inflaming resentment between anti-immigrant and pro-immigrant communities: and
Instigating anti-immigration demonstrations.

China had developed capabilities to project themes on these topics into social media (Tiktok. Facebook.
Twitter. YouTube and others). as well as mainstream media through a variety of overt and hidden influencers
and media contributors. One of the options included gathering information on senior U.S. government
officials to influence public opinion of those officials.



SUBSTANTIVE REVISION: Network
Defense Notice: Publicly Available U.S. Voter Registration Information
for Six U.S. States Downloaded from Commercial Websites by PRC
CNE Actor in January 2022; Same Actor Attempts to Download Ohio

Voter Registration Application; || NG

_This is a revised copy. The State of Oklahoma has been added. In addition, the websites hosting
the voter registration records are commercial websites, and that fact has been clarified in the report. Please

remove the original report from all manual and computer files.

_ Publicly available U.S. voter registration information for six states was
downloaded by a PRC,_, CNE actor on 14 January 2022. The CNE actor

_ Colorado, Connecticut, Florida, Michigan, Oklahoma, and Rhode Island voter registration

information from U.S. commercial websites and a U.S. IP address. In addition, an Ohio voter registration

application was also of interest to the CNE actor, but failed to download.




-) Voter registration information from at least 2013 through 2021 is publicly available for download
from the commercial websites and it appears the PRC CNE actor downloaded the full repositories. This activity
represents newly-identified interest by this PRC CNE actor in U.S. elections, and the Pl information obtained

- to include names, party affiliations, email addresses, physical addresses, and phone numbers - could,

in theory, be leveraged to carry out anything from future CNE operations to election influence operations,
although the actual motivations for collecting this information is unknown.

-The victim information was passed to the appropriate agencies for CND response actionsF

I Co'orado, Connecticut, Florida, Michigan, Oklahoma, and Rhode Island States' historical U.S. voter
registration information from 2013 to 2021 was downloaded by a PRC CNE actor on 14 January 2022 from
U.S. commercial websites, and a U.S. IP address hosting, among other things, U.S. state voter registration

information. (T1 594' On the same day, an Ohio voter registration application was also of interest to the PRC
CNE actor, but failed to download from the U.S. State Government's website .

_While the PRC government has historically demonstrated interest in U.S. elections, this is a
newly-identified interest for this individual actor. The U.S. voter registration information is available for public
download, with 2021 voter registration information available for some states. The PRC actors could, in

theory, leverage the PIl information obtained - to include names, party affiliations, email addresses, physical

1. | c/sA and the NCIJTF CYWATCH have established a Victim Notification process that provides a systematic way
to contact organizations during cyber incidents. Before anyone outside of the Federal Cybersecurity Centers contacts a U.S.

victim, the notification should be deconflicted through CISA and NCIJTF CYWATCH, using the contact information below:

2. -Accordlng to the MITRE ATT&CK framework, T1594 describes how adversaries may search websites owned by potential
victims for information that can be used during targeting. Victim-owned websites may contain a variety of details, including names
of departmentsidivisions, physical locations, and data about key employees such as names, roles, and contact info. These sites

may aiso have details highlighting business operations and relationships.

Page 2



addresses, and phone numbers - for anything from future CNE operations to election influence operations,
although the actual motivations for collecting this information is unknown.

I cicction security organizations should be aware that U.S. State voter registration information may
be hosted on websites outside the control of government agencies, and that APT actors may harvest voter
registration information outside the monitoring of election security organizations.
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DECLASSIFIED BY COUNSEL TO THE PRESIDENT WARRINGTON ON 10 JULY 2026

Summary:

Abhead of the 2020 Presidential Elections. China had extensive plans to utilize potential |G 1
cyber operations to sway public opinion against the Trump Administration and international opinion against
the U.S. Government. The China plans were designed to exploit U.S. societal fissures and vulnerabilities.
to influence U.S and other audiences. and by extension U.S. government decision-making. The plans
addressed several scenarios. including military conflict between the U.S. and China. as well as other
potential crises.

The N orcrations themes covered a broad range of topics. to exploit what China perceived to
be U.S. fissures and vulnerabilities (perceived or real). including:

e Economic recession:
e Encouraging violent demonstrations and looting. to increase the appearance of social
unrest:
e Intensifying Americans’ disapproval of the President of the United States. calling into
question his ability to govern: and
e Overall undermining the legitimacy and public support of the President of the United
States.
e Ineffective USG COVID-19 response:
* Increasing public dissatisfaction with the President of the United States by questioning his
fimess to govern and undermining public support for his actions.

China had developed capabilities to project themes on these topics into social media (Tiktok. Facebook.
Twitter. YouTube and others). as well as mainstream media through a variety of overt and hidden influencers
and media contributors. One of the options included gathering information on senior U.S. government
officials to influence public opinion of those officials.



WHITE HOUSE TASK FORCE

GOVERNMENT
TRANSPARENCY

July 13, 2026

In May 2026, President Trump created the Government
Transparency Task Force within the White House Executive Office
of the President for the purpose of advising him, through the
Counsel to the President, on documents that should be
declassified and/or released to the public to further his
administration’s priorities of transparency and accountability.

Today the Government Transparency Task Force announces the
first disclosure of U.S. Intelligence Community records that were
declassified last week under the direction of President Trump.

The declassified intelligence reveals that voter registration rolls
from at least 18 states (not all identified by name) have been
compromised by the People’s Republic of China (PRC). Additional
intelligence records reveal that more than 200 million voter
records were also compromised by the PRC, without state-specific
affiliations.

President Trump is alerting Congressional and state government
leadership officials to the election infrastructure vulnerabilities in
states identified by name in the declassified intelligence records.

e Alaska

e Arkansas

e Colorado

e Connecticut

e District of Columbia

e Florida

e Georgia
e |owa

e Kansas

e Maryland
e Michigan

e New York

e North Carolina
e Ohio

e Oklahoma

e Rhode Island



DECLASSIFIED BY COUNSEL TO THE PRESIDENT WARRINGTON ON 10 JULY 2026

Summary:

Ahead of the 2020 Presidential Elections. China had extensive plans to utilize potential and
cyber operations to sway public opinion against the Trump Administration and international opinion against
the U.S. Government. The China plans were designed to exploit U.S. societal fissures and vulnerabilities.
to influence U.S and other audiences. and by extension U.S. government decision-making. The plans
addressed several scenarios. including military conflict between the U.S. and China. as well as other
potential crises.

The N opcrations themes covered a broad range of topics. to exploit what China perceived to
be U.S. fissures and vulnerabilities (perceived or real). including:

e Racial tensions:
e Alleging that White people hate Black people:
e Inciting demonstrations and marches as evidence of racial divides:
e Increasing the level of conflict between police and anti-racism activists: and
e Feeding any sense that U.S. law enforcement resents USG and people of color.
USG tensions with the U.S. military:
Political party disagreements:
Congress-Trump Administration conflicts:
Women's rights:
U.S. South China Sea policies:
Alleged U.S. war aspirations: and
International propaganda.

China had developed capabilities to project themes on these topics into social media (Tiktok. Facebook.
Twitter. YouTube and others). as well as mainstream media through a variety of overt and hidden influencers
and media contributors. One of the options included gathering information on senior U.S. government
officials to influence public opinion of those officials.
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NATIONAL INTELLIGENCE COUNCIL

MEMORANDUM

16 October 2020

ALTERNATIVE ANALYSIS

NICM 2020-09381

B Making the Case That China Has Taken Some Steps to Influence

the Presidential Election

B Scopc Note: This memorandum was
prepared by the National Intelligence Officer (NIO) for
Cyber and the Director, Election Threat Analysis
(D/ETA). It offers an alternative perspective to the IC's
assessment that China has not attempted to influence the
outcome of the 2020 Presidential election. It was provided
to the IC for comment before publication but is not an IC-
coordinated memorandum.

- The NIO for Cyber and the Director for
Election Threat Analysis (D/ETA) assess that Beijing
has taken at least some low-level, exploratory steps to
undermine the President’s reelection chances by
denigrating him and shaping voter perceptions. Their
assessment differs from the IC’s judgment that Beijing
has considered but not deployed influence efforts to
affect the Presidential election.

« [ The NIO and D/ETA assess that
Beijing’s efforts probably have included overt
messaging, nascent online covert influence
capabilities, diplomatic measures, and the use
of economic leverage.

° - They assess that these efforts probably
have not included the use of Beijing’s most
aggressive options for influcncing or
interfering in the election, [
.
Beijing wants to minimize the risk of
blowback and hopes to stabilize the
relationship after the election.

° - The NIO and D/ETA have low-to-
medium confidence in these assessments

because [
_ much of the available reporting

would be consistent with either the mainline
or alternative view.

(U) IC N{ainlme Judgments

- The IC, including the NIO for East Asia and
other NIC officers, assesses Beijing has not deployed
influence efforts intended to change the outcome of the

US Presidential election. ([ GG

that Chinese leaders desire stability in the US-China
relationship and believe they have a range of tools that
can achieve their goals regardless of who wins the

election. The IC also assesses —
B (2 the clection of cither candidate

will present opportunities and challenges for China
probably informs their risk calculus against influencing
the election. The IC assesses that Beijing prefers to
respond to US actions with restraint to show resolve and
preserve the ability to repair relations after the election.

) This memorandum was prepared by the National Intelligence Officer (NIO) for Cyber and the Director, Election Threat Analysis.

Questions may be directed to the NIO [ D
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NIC HHnim
. I - 2015,

assessed that "hostile forces" could fabricate claims
that Beijing was interfering in the election to
demonize China and that no matter who won the
election Washington's hardline policies against
Beijing were unlikely to change, ||| G
e
noted that Beijing should avoid giving Washington
any pretext to "scapegoat” China and to claim that it

was interfering in the election, —
B - > S

also assessed, despite the President's attempts to
blame China to divert attention from the pandemic
and his electoral prospects, that managing tensions
without causing irreparable damage to bilateral
relations over the next six months remained in

China's interes, I
* I Chinese leaders

may have decided that there is little point to taking
the risk of an influence effort because they believe
their preferred outcome is probable. As early as
B s year, Chinese [l 2ssessed that
the pandemic and economic downturn had
diminished the President's reelection prospects and
since then Beijing has been planning for either
electoral outcome and conducting outreach to both

candidates and their campaigns, ||| Gz

B 1he IC has seen no indication_
_ that Beijing is engaged in an effort to

influence the outcome of the presidential election, nor
has it observed activity that it assesses is likely the
result of such an effort by Beijing. While we have seen
Beijing develop ||| NG
I o< options that could be used to

influence the election, we have not seen these
capabilities deployed.

[0S

B ci:imed that China had not

interfered with the US election and
recommended that China speak and act
circumspectly when faced with US assertions
about Chinese and Russian interference,

- I -
— to prevent the US President’s

reelection by suppressing his base,

(U) An Alternative Perspective: Indicators of
Influence Efforts

I Th:c NIO and

D/ETA agree with the large majority of the IC’s
judgments about China’s calculus and approach to the
election. They assess, however, that the IC’s
judgment that no element of the Chinese Government
has taken any steps to influence the Presidential

cection [

|
- at least through the summer. They also
have less confidence than the rest of the IC that
China’s preparations for— influence
efforts were not carried out ||| | | GGG
I ::'::

contradictory reporting
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A The NIO and
D/ETA assess I
ey

. private sector and open source reporting on
influence activities already underway suggest that the
Chinese Government has been engaging in at least some
level of influence targeting US voters and candidates
with the knowledge that their activities could have an

e U/ IC Terminology:
Election influence includes overt
and covert influence activities of

effect on the election outcome. :
foreign governments or actors

S E<ijing began taking serving as agents of, or on behalf of,
unspecified steps around_ 2020 to foreign governments intended to

damage the US President’s reelection campaign aﬁeCF dlrec.tly or.mdxrectl.y aUs
in response to US pressure on China’s ||| election—including candidates,

technology sector — political parties, voters or their

preferences, or political processes.
Election interference is a subset of
election influence targeted at the
technical aspects of the election,

- planning discussions among-

_ officials to respond to US pressure including voter registration, casting
were taking place at increased frequency, and and iy of ballots, and
reporting of results.

that senior leaders expected China's

semiconductor industry would continue to be
. T
damaged if the US President were reelected. oy TG and BATES

i . . assess that Chin- intend to
Unspecified Chinese Government officials R
at least indirectly affect US

candidates, voters’ preferences, and
political processes, thus meeting the
definition of election influence

N
S - Chincs-

expected relief from sanctions if as a result of

their efforts, US resolve weakened or a
candidate from a named US political party were
elected instead of the President being reelected.

- e S 2020
the

recommended that China collect derogatory °

a— S

“black materials” on the US President, [ Chinese Government had tasked its missions in

and_ the US to use Chinese groups and organizations
official which the [ recommended China to incite protests in the US to damage the
“sensationalize” at the appropriate timc.. President’s public standing and undermine his
reelection chances,




N1C il

- [ 1 Chinese

- had assessed - that racial conflict

would be a large factor in the election,
[ sovernment-affiliated*’ Chinese
technology company employees were assisting

I 2 c2mpeign,
N - vl

incite violence and protests against the US
Government. >3

I < cpcrimening [}

- with the creation of deepfakes intended
to denigrate President Trump in response to

directives made by [ I to improve

Beijing's ability to manipulate public opinion.*

I During the same period, a pro-China influence
network on US social media platforms posted messages
supporting Beijing's views that included some English-
language content denigrating the President and his
Administration’s policies. The activities of these
networks are consistent with what we would expect to
see from intelligence services or similar actors taking

steps to build nascent online influence capabilities;* the
NIO and D/ETA assess that their level of sophistication

* I Although we cannot directly tie this
network to the Chinese Government, the NIO
and D/ETA assess that elements of the
government were, at a minimum, aware of and

NATIONAL INTELLIGENCE COUNCIL

condoned the campaign, and may have directed
or conducted it. We base this assessment on the
alignment of the content with Beijing’s overt
messaging themes, its striking similarity to the
themes and tactics of previous ||| N
Chinese influence campaigns that seek to blend
their influence operations into broader public
discourse, the duration and frequency of the
activity spanning several months, the rapidity
with which the network created videos in
response to world events, and the network’s
consistent ability to operate outside China’s
Great Firewall.

I S : U
social media platform took down a separate
cluster of unattributed pro-China accounts that
defended a range of Chinese interests, but which
also included accounts posing as Americans and
posting some US election-focused content. The
unidentified actors running these accounts
created four groups—one favoring the
President, two favoring his opponents, and one
that primarily denigrated the President.*® The
accounts have since been shut down, but others
could easily take their place and would be
difficult to detect;

o _The IC assesses that

since 2018, China has been researching methods
and developing new tools for using online
covert influence operations to sway the
perspectives of American audiences. Chinese

e ===
report || I o the potential

impact their covert influence operations could

have on the presidential election, || Gz

4
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These are
developments that the IC has 1dentified as increasing the
likelihood that Beijing would seek to influence the
election outcome.*

- China’s Possible View of an Influence
Campaign

_ The NIO and D/ETA assess

that China may intend much of its broader messaging
on issues in US-Chinese relations to also undermine
the President’s reelection prospects. China probably
views as low-risk broad campaigns that emphasize
specific issues in the US-China relationship and use a
mixture of public statements, diplomatic engagement,
private messaging, targeting of campaign donors, and
online covert efforts to influence US officials, firms,
and the public to oppose the President.’ Beijing has
authorized the conduct of increasingly aggressive overt
and covert influence campaigns aimed at criticizing
policies of the Administration while trying to avoid
blame for interfering in a U.S. Presidential election.

° _ China, starting in
March, launched overt and covert influence
efforts to shape the global public narrative
regarding Beijing's response to COVID-19 and
denigrate the Administration's pandemic
response, including by spreading disinformation
about the pandemic's origins and publicizing
English-language cartoons denigrating the
President’s handling of the crisis, judging from

open source

The NIO for Cyber and D/ETA assess that
Chinese leaders believe these activities could
impact the election.*

In May, a newspaper
owned by the Chinese Communist Party
claimed that economic measures Beijing could
take against supporters of legislation and
lawsuits seeking compensation from China over
the COVID-19 pandemic may affect US state
and congressional races.*® This was the first
time the IC had observed Beijing issue a public
warning that suggests it is willing to impose
economic costs that could affect US elections,

although in [ 2019 | 2dvised
B (o c2in leverage over US policy by

directing unspecified resources to political swing
states

- I To hclp resolve a

border dispute with India in Beijing'’s favor,

Chinese [} »'anned to

disseminate on US social media platforms

content” discrediting the President,

¢The NIO and D/ETA note that in NICM 2019-113 the
IC warned that, because China probably would use the
same tactics to influence the election as it already uses to
influence US policy, we might not detect such a pivot.
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o I :iin: over at
least the past year has stepped up its efforts to
influence the views and policies of candidates

for US political office, —
N
targeting their key advisors and financial
donors,
Chinese diplomats acknowledge the sensitivity
of targeting donors and have sought to hide
such activity from US authorities.*

Tempering the
assessments of the NIO and D/ETA is the fact there is
no reporting to suggest that China has engaged in
some of the more aggressive measures available to it to
influence the US election outcome, such as funneling
large donations or trying to compromise voting
infrastructure® or interfere with mail-in ballots. There
are also indications that some elements of state power,
such as trade, are being used ambiguously. For

NATIONAL INTELLIGENCE COUNCIL

example, despite trade disputes, China continues to
buy agricultural products as part of the Phase One
trade deal which Beijing probably assesses will help
the President’s reelection bid as well as help stabilize
the bilateral relationship. The apparent lack of a

whole-of-government campaign to favor one side
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B Comparing Judgments on Chinese Election Influence

I The NIO for Cyber and the Director for ahead of the election. Their assessment differs from the
Election Threat Analysis assess that Beijing has IC’s consensus judgments primarily in confidence levels
taken at least some low-level, exploratory steps to and on whether Beijing has deployed influence efforts
try to undermine the President’s reelection chances to try to affect the outcome of the Presidential election.

by denigrating him and shaping voter perceptions

China has.. ' m
...Broad influence cfforts in the United States

(diplomatic, business, media)

¢ Yes o No

-

...Probable preference for Trump’s defeat

|
R e ___,._—4

...Considered an influence effort aimed
at the Presidential clection

...Prepared options for influence effort
in Presidential election

...Concerns about risk versus gain in
any influence effort, particularly

blowback if discovered —_

...Prepared for victory by either
Trump or Biden

&

...Avoided a whole-of-government
influence effort and any interference

with US clection systems _

...Intends public and diplomatic actions Q

to undercut Trump in clection _

...Undertaken a few covert influence 0
efforts to undermine Trump’s reelection
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I China: Cyber Activities Probably Prelude to Election Espionage

I China is probing the presidential campaign for
opportunities to tailor collection and gather insight on policy positions

on US-Chinese issues. US policy on China is a longstanding high
collection priority for Beijing, and Chinese cyber actors have conducted

such activity in every US presidential election campaign since at least 2008,
according to

_ open-source reporting.
— I Since I 2018, Chinese cyber actors known in
the private sector as APT 31—

I ave targeted the personal e-mail accounts of

- LR R B B B

A . . . Chinese cyber actors are
senior US leadership, including officials in the Executive Office of the - e .
Prasidentasd fiak ki fhicials | ltivle E tive B h targeting US presidential campaign
resi .en.an igh-ranking officials in mu’ lp‘e. xecutive Branc information, probably to gather
organizations, Congress, and the federal ;udncxary,— intelligence that enables future

operations.
— I Since 2017, a separate N has worked with the

to enable more stealthy operations by
identifying the e-mail addresses of high-level US officials, then requesting that_
obtain or crack the passwords for targeted accounts.—

I A the 2020 election approaches, the IC has detected Chinese state-sponsored cyber
actors targeting the former Vice President’s presidential campaign, probably to gather intelligence that
could enable future operations, the first instance this election cycle that we have seen them directly

targeting a US presidential campaign China has also conducted cyber espionage against other US election-

related entities, The IC assesses that China does

not currently intend to covertly interfere to try to sway the outcome of the election, although this activity could enable
such operations, if Beijing made a decision to do so.

— I As of 20 May, APT31 actors had sent spear-phishing e-mails containing tracking links to the G-mail

accounts of staffers associated with a presidential campaign, _ On 4 June, Google
announced that APT31 was targeting the campaign.

— B Google and the FBI both briefed campaign officials on the Chinese cyber operations shortly after

discovering the activity. Google officials have publicly stated that the spear-phishing attempts were
unsuccessful;

— I Ouring the past year, Chinese cyber actors have collected US election-related
information from US voter databases, a polling data company, political and nonprofit organizations,

fundraisers, and advisory organizations for political campaigns._

I APT31’s method of sending tracking links suggests that the Chinese operators are mapping out
the target network for follow-on approaches, possibly including tasking campaign staffers’ e-mail accounts
in the Chinese military’s signals intelligence system for collection. Tracking links collect metadata such as
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Internet activity and system information that the operators can use to exploit the accounts and identify other targets
of interest.

— I Knowledge of a campaign official's operating system and software would allow cyber actors to
determine whether they could quickly exploit known vulnerabilities or if they needed to develop malware to
gain undetected access to the victim's machine.

— I 'f a target opened a spear-phishing e-mail with a tracking link—even without clicking on any links—it
would confirm an active account for the cyber actors, potentially narrowing the target set for future il
operations.

For additional information:

Produced jointly under the auspices of the Chief of Analysis, [ ("¢ Federal Bureau of
Investigation, and the National Security Agency.
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From:

To:

Cc:

Subject: Everyone"s favorite topic

Date: Thursday, December 23, 2021 12:52:29 PM

Classification: [N
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Derived From:
Declassify On:

Take a minute and read through this report. It cites some of the same intel and logic used in 2020 to
say that these same units were NOT engaged in election influence but were instead only issue-
focused, to now argue that China IS influencing the ||l e'ection. The regional influence, focus
on issues, etc. They literally cite as support for their argument some of the same reporting used in
the mainline assessment in our minority report.

For example, they cite ||| I activity as being “the Chinese military” even though in 2020
the IC said we didn’t know who it was. This report describes the same unit that- and | said were
influencing the US 2020 election and now characterizes it as an election-influence unit and attributes
it to the Chinese Government. That's a weird coincidence, and one we should highlight for oversight.

-81 o S

We should consider how this looks and on what logical, non-partisan basis the IC makes calls one
way or the other. Why is this unit engaged in election influence in the ||| N < o
promote China’s interests” but when they do it here it’s “issue influence” but somehow not election-
related? It’s the same personnel doing the same kind of activity.

National Intelligence Officer - Cyber
ODNI/National Intelligence Council

Secure: [ N
o
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To:
Ce:
Subject: FW: ICA Comments

Hi - Forwardi 12 these comments from FBI for vour awareness H:L—“,’ nad previously told me that

Director Wray signed off on the ICA text, and the only changes since then have been downgrades of

already. So it’s not clear to me if they’re backtracking or just commenting for the record

Director, Election Threat Analysis

A

National |

From: FLORIS, NIKK! L. (D) (F81) |

Sent: Wednesday, December 30, 2020 1:42 PM
o: I
Cc: UGORETZ TONYA FBI USA GOV _

Subject: ICA Comments _

Classific

telligence Council/DNI Election Threat Executive

Couple of thoughts on the updated ICA draft, all of which center on the minority view and some of
which you have previously heard from the FBI team. Generally speaking, while we are fine with the
inclusion of the minority view textbox, we firmly believe the analysis in said text box must comport
to the same analytic standards as the rest of the ICA. This is an absolute red line for the FBI.
Additionally, we do not support the inclusion of the minority view in the KJs; without proper context
and source descriptions, the minority view is given parody to the ICA assessments. Below are some
more specific points:



In the first para, the NIO notes that China’s leaders also “intended” some of Beijing’s efforts to
indirectly affect US candidates, etc. The IC has repeatedly stated, based on a body of intelligence,
there is no evidence of said intention, though we note there was an awareness of this potential
effect. To state this as bluntly as the NIO does, without evidence to support this claim, is extremely
misleading.

In the second para, the NIO notes he gives move weight to several clandestine and liaison reports,
without any sort of source description whatsoever. By minimizing the source descriptions,
clandestine reporting from US or liaison sources of dubious credibility, poorly identified sourcing
chains, and minimal track records of reporting is given the same weight as signals intelligence of
identified senior Chinese diplomatic and intelligence figures, as well as clandestine reporting of
decision making in Beijing from sources with established records of reporting that is generally
reliable.

In the last tic, the NIO assesses China “may” also have encouraged protests. There is no evidence of
this in the reporting, and the citations associated with this tic certainly do not support this
assessment. This is highly misleading and a misrepresentation of the underlying reports.

The final para in the dissent argues that we have collection gaps on the entities that would probably
execute influence operations. This point appears to acknowledge that IC collection demonstrated
that China’s leaders practiced restraint and did not intend to influence the outcome of the election
and instead focuses on where collection gaps might miss evidence of the execution of influence ops.
This shift in focus by the NIO is inconsistent with earlier portions of the dissent argumentation and
argues that US collection did not find what China has actually done. As we’ve said before, citing the
absence of evidence is an absolute red line for us.

Thanks again for all the work on this- .. we will continue to stand by for any additional drafts,
etc. On a more positive note, the Iran section edits are much improved and we greatly appreciate
you working with us on this! | am out of the office tomorrow, but Cynthia is in should you need to
reach anyone on the team. We will be back in full force Monday.

Have a wonderful New Year,
Nikki

DAD Nikki L. Floris

Counterintelligence Division
Open:
NSTS:

FBIHQ Rn-

classification: [



