Verizon Legal Process Compliance

DH

Sent: Sunday, May 1, 2022 12:52 PM

To: Verizon Legal Process Compliance I

Subject: Grand Jury Subpoena and NDO

Please find the attached Grand Jury Subpoena and Non-Disclosure Order for service. Thanks

J. Brian Burnett

Senior Special Agent
U.S. Department of Justice, Office of the Inspector General
Washington Field Office
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN RE APPLICATION OF USA FOR
2705(b) NONDISCLOSURE ORDER FOR | S€ N0- 22-SC-1155
GRAND JURY SUBPOENA .

Filed Under Seal

GJ2022042589990
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ordered by the Court.

Digitally signed by David A.

L / e Baker
- ;_Q CL 2)29&\ Date: 2022.04.28 18:03:19 -04'00'
ara:









AO 110 (Rev. 06/09) Subpoena to Testify Before a Grand Jury

UNITED STATES DISTRICT COURT

for the
District of Columbia

SUBPOENA TO TESTIFY BEFORE A GRAND JURY

To: Verizon Wircless
180 Washington Valley Road
Bedminster, NJ 07921

YOU ARE COMMANDED to appear in this United States district court at the time, date, and place shown
below to testify before the court’s grand jury. When you arrive, you must remain at the court until the judge or a court
officer allows you to leave.

Place: U.S. DISTRICT COURT FOR THE DISTRICT OF COLUMBIA | Datc and Time:
U.S. Courthouse, 3" Floor Grand Jury # 21-10 Friday, May 13, 2022 at 9:00 AM
333 Constitution Avenue, N.W.
Washington, D.C. 20001

You must also bring with you the following documents, electronically stored information, or objects:
PLEASE SEE ATTACHMENT

In licu of personally appearing before the Grand Jury on the date indicated, you may comply with this grand jury
subpoena by promptly providing the undersigned Assistant U.S. Attorney with the requested records.

Date: April 25, 2022
CLERK O OURT

Sigﬁr; I;O?EI; orDeputy Clerk

The name, address, telephone number and email of the Assistant United States Attomey, who requests this subpoena,
are:

Timothy A. Duree, Attorney Subpoena #(GJ2022042589990
Department of Justice, Criminal Division USAO #2022R00022
1400 New York Ave NW Preparer. MRLEACH







DECLARATION OF CUSTODIAN OF RECORDS

Pursuant to 28 U.S.C. §1746, I, the undersigned, hereby declare:

My name is

(name of declarant)

I am a United States citizen and I am over eighteen vears of age. 1 am the custodian of records of the
business named below, or I am otherwise qualified as a result of my position with the business named below to
make this declaration. I have knowledge of the record keeping system used by this business; this includes how
records are created and maintained.

I am in receipt of a United States District Court Subpoena #GJ2022042589990 dated
April 25, 2022, signed by Assistant United States Attorney Timothyv A. Duree, requesting specified records of the
business named below.

Attached hereto are ———— pages of records regarding

(Brief description of type of documents being subpoenaed)
responsive to the subpoena. 1

understand how these responsive documents were created. Pursuant to Rules 902(11) and 803(6) of the Federal
Rules of Evidence, I hereby certify that the records attached hereto:

(1) were made at or near the time of the occurrence of the matters set forth in the records, by, or from
information transmitted by, a person with knowledge of those matters;

(2) were kept in the course of regularly conducted business activity, in that the records were created and
preserved pursuant to established procedures, and were relied upon by an employee or this business; and

(3) were made as part of the regularly conducted business activity as a regular practice, in that the records
were created and preserved as part of routine reflections of the normal operations of this business.

I declare under penalty of perjury that the foregoing is true and correct.

Executed on

(date)

(signature of declarant)

(name and title of declarant)

(name of business)

(business address)

(business address)

Definitions of terms used above:

As defined in Fed R.Evid. 803(6), “record” includes a memorandum, report, record, or data compilation, in any form, of acts, events,
conditions, opinions, or diagnoses. The term, “business™ as used in Fed R Evid. 803(6) and the above declaration includes business,
institution, association, profession, occupation, and calling of every kind, whether or not conducted for profit



IV.

INSTRUCTIONS FOR PRODUCTION OF RECORDS

General:
a. Records existing as Electronically Stored Information (ESI) shall be produced in

non-proprietary electronic form and shall include text data and image data held:
1. In your record retention systems; and/or

ii. By your technology, data, or other service provider(s).
b. Records that do not exist as ESI may be produced in paper or other original format and
may be converted to image or text data and provided as ESI, unless originals are required.

Text Data
a. Text data relating to transactions shall be produced within a data file:
1. Using a delimited ASCII text data format; or
1i.  Using software that can export to a commonly readable, non-proprietary file
format without loss of data.
b. Text data files relating to transactions shall include field descriptions (e.g., account
number, date/time, description, payee/payor, check number, item identifier, and amount).

Image Data
a. Image data shall be produced in graphic data files in a commonly readable,
non-proprietary format with the highest image quality maintained.
b. Image data of items associated with transactions (e.g., checks and deposit slips) shall be:
i. Produced in individual graphic data files with any associated endorsements; and
ii. Linked to corresponding text data by a unique identifier.

Encryption/Authentication

a. ESImay be transmitted in an encrypted container (e.g. flash drive, CD/DVD).
Decryption keys and/or passwords shall be produced separately at the time the data are
produced. Please do not encrypt individual file contents if the container is encrypted.
Authentication, such as hash coding, may be set by agreement.

c. Affidavits or certificates of authenticity may be included as part of the electronic
production.



Verizon Communications 2022R00022
180 Washington Valley Road
Bedminster, NJ 07921

Grand Jury Subpoena Attachment

For any and all accounts associated with the following identifiers:

I
I
937

Provide the following records from January 1, 2020, to the present:

Subscriber information

Names (including subscriber names, user names, and screen names)

Addresses (including mailing addresses, residential addresses, business addresses, and e-
mail addresses)

All call detail records, including but not limited to detail records for inbound and outbound
calls, text messages, direct connect, and voicemail messages

Length of service (including start date) and types of service utilized

Means and source of payment for such service (including any credit card or bank account
number) and billing records

Telephone or instrument numbers (including MAC addresses, Electronic Serial Numbers
(“ESN”), Mobile Electronic Identity Numbers (*“MEIN"), Mobile Equipment Identifier
(*“MEID”), Mobile Identification Numbers (“MIN”), Subscriber Identity Modules
(“SIM™), Mobile Subscriber Integrated Services Digital Network Number (“MSISDN™),
International Mobile Subscriber Identifiers (“IMSI”), or International Mobile Station
Equipment Identities (“IMET"))

Records of session times and durations, and the temporarily assigned network addresses
(such as Internet Protocol (“IP”") addresses) associated with those sessions

Other subscriber numbers or identities (including temporarily assigned network addresses
and registration Internet Protocol (“IP”) addresses (including carrier grade natting
addresses or ports))

NOTE: IN LIEU OF PERSONAL APPEARANCE, YOU MAY COMPLY WITH

THIS SUBPOENA BY PROVIDING THE REQUESTED DOCUMENTS IN
ELECTRONIC FORMAT TO:

Brian Burnett
Senior Special Agent

U.S. Deit. of J ustice| Office of the Inspector General

IF YOU CHOOSE TO COMPLY WITH THIS SUBPOENA BY
PRODUCING THE MATERIALS TO A FEDERAL AGENT, PLEASE
ALSO REVIEW AND EXECUTE THE ATTACHED CERTIFICATION
UNDER FEDERAL RULES OF EVIDENCE 803(6) AND 902(11).








