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J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner

April 25, 2022
Summary of Technical Findings

Professional Background

I served as an FBI Special Agent for 20 years, from 1999 to 2019, with more than half of that
career in cybersecurity and digital forensics (See attached CV). In the FBI, I served as a case
agent, a supervisor, a unit chief, a forensic examiner, a trainer of forensic examiners, and a trainer
of other trainers of forensic examiners. I have an in-depth knowledge of FBI digital evidence
examination procedures and policies.

Review of Evidence

On May 21, 2021, I signed the Protective Order Regarding Discovery in U.S. v. Raniere, et al., 18
CR 204 (NGG) and was subsequently provided access to certain evidence in this case. My review
of evidence includes court testimony, a hard drive copy of logical files, and examination reports
generated by members of the FBI's Computer Analysis Response Team (CART). Based on my
review, | discovered specific actions that were taken to manually alter the evidence, in support of
the government’s narrative that photos were taken by a Canon EOS 20D camera (GX 520), saved
to a Lexar CF card (GX 524), copied to an unknown computer, and then backed up to a Western
Digital hard disk drive (GX 503). In this report I will refer to the latter two items as the CF Card
and the WD HDD.

In my 20 years serving as an FBI agent, [ have never observed or claimed that an FBI employee
tampered with evidence, digital or otherwise. But in this case, I strongly believe the multiple,
intentional alterations to the digital information I have discovered constitute evidence
manipulation. And when so many human-generated alterations happen to align with the
government’s narrative, I believe any reasonable person would conclude that evidence tampering
had taken place. My analysis demonstrates that some of these alterations definitely took place
while the devices were in the custody of the FBI. Therefore, in the absence of any other plausible
explanation it is my expert opinion that the FBI must have been involved in this evidence
tampering.
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Key Findings

1. Some digital photo files found on the CF card had the same filenames and date/time stamps as
their supposed backups on the WD HDD, yet they depicted two different people. Moreover,
these same CF card files contained thumbnail pictures from another existing set of photos, thus
proving manual alteration of the CF Card contents.

2. Additional files appeared on the FBI's forensic report of the CF Card, between 4/11/19 and
6/11/19, in an apparent attempt to create a stronger relationship between the CF Card and the
WD HDD.

3. An unknown person accessed the CF card on 9/19/18, thereby altering file system dates, while
it was in the custody of FBI Special Agent Michael Lever.

4. Dates of photos on the hard drive were altered through manual intervention. The alterations
seem to be an attempt to account for Daylight Saving Time.

5. The metadata of a modified photo, whose numbered filename appears between the alleged
contraband ranges, was manually altered to create the appearance that it had not been
modified.

6. The folders containing the alleged contraband and others that supported the dating of the
photos to 2005 appear automatically named after exact dates and times in 2005. However, at
least some of these timestamped folder names were manually altered.

7. The photos in this case, including the alleged contraband photos, appear to be on the hard
drive from an automated computer backup in 2009. But in fact, they were placed there
manually with manipulated file creation dates.

Finding 1: Some digital photo files found on the CF card had the same filenames and
date/time stamps as their supposed backups on the WD HDD, yet they depicted two different
people. Moreover, these same CF card files contained thumbnail pictures from another
existing set of photos, thus proving manual alteration of the CF Card contents.

® As further explained in Finding #2, photos named IMG_0093.JPG, IMG_0094.JPG,
IMG_0096.JPG and IMG_0097.JPG (hereinafter IMG_0093-97) were among those that
appeared on the FBI’s WD HDD forensic report, but they did not initially appear on the CF
Card forensic report generated on 04/11/2019. Subsequently, however, on 06/11/2019 the FBI
created another version of the CF Card forensic report wherein these and other photo files
were included. It is important to note that neither the IMG_0093-97 files, nor any other of the
newly-added files, were viewable as photo images in the 06/11/2019 forensic report of the CF
Card.

e The govemment’s narrative requires that the IMG_0093-97 files on the second CF Card report
be identical to the IMG_0093-97 files found in the WD HDD report, because photos created
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on the CF Card were supposedly backed up to the WD HDD unaltered. Indeed, they have
identical file names, identical Modified dates, and (presumably) identical EXIF data, including
the date taken, camera model, and serial number'. However, they cannot be identical photo
files because their MD5 hashes (“digital fingerprints™) do not match (See Appendix A, Figure
3).

e Moreover, a content review of the files reveals the subjects of the photographs found on the
two devices are actually two different people. Although the IMG 0093-97 files were not
viewable as photos in the 06/11/2019 CF Card report, their forensically recovered carved
thumbnail photos were viewable, and they depicted a blonde woman. By contrast, the
IMG_0093-97 files on the WD HDD report were viewable photographs and they depicted a
brunette woman. Again, the two sets of IMG_0093-97 files share the same file names and the
same last Modified dates and times — to the second. This would mean the same camera, with
the same serial number, took two different photographs of two different subjects at precisely
the same time and assigned them the same file name. This is impossible, of course, so the
presence of these files indicates the manipulation of the content and metadata for these photos.

e In fact, a detailed analysis of the carved file listings for each device revealed that IMG_0093,
IMG 0094, IMG 0096, and IMG 0097 found on the CF Card are not only different from their
namesakes on the WD HDD, but they also contain the same thumbnail images as those of
IMG 0180, IMG 0181, IMG 0182, and IMG 183, respectively. This surprising observation
points to someone creating copies of IMG_0180-183 and then making changes to them on the
CF card, including changing their file names to IMG_ 0093, IMG_0094, IMG_0096, and
IMG_0097. These intentional alterations likely resulted in the files being unviewable on the
06/11/2019 forensic report, but it did not destroy the thumbnail images left over from the
IMG_0180-0183 photos. It is likely the custodians of the CF Card who added these files, the
case agents or their associates, repurposed the IMG 0180-183 files because at that time they
did not have physical control of the WD HDD or its files. The FBI’s Case Agent Investigative
Review (CAIR) system enabled the case agents to review the WD HDD evidence and
bookmark items, but it prevented them from exporting any information from the evidence.
Please refer to Appendix C for an in-depth analysis of the carved files found in the WD HDD
and CF Card forensic (FTK) reports.

e The intentional modification of the IMG_0093-97 files on the CF Card report cannot be
explained by normal use of the camera or CF Card. In the context of this case, the alterations
are best explained by the intentions of an unknown actor attempting to create a stronger
relationship between the CF Card photo files and the WD HDD that supposedly contained
their backups. These actions will be further explained in Finding 2.

' As noted in my Process Findings, neither the two forensic images of the CF card, nor the EXIF data from
files in the associated FTK reports, were produced during discovery. However, | was able to determine that
photographic data from IMG_0180 to IMG_0183, were actually found in the newly-added photos on the CF
report with file names IMG_0093, IMG_0094, IMG_0098, and IMG_0097 {See Appendix C). If | had full
access to the CF card data, it is reasonable to assume | would find the same EXIF data in those files as
well.
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Finding 2: Additional files appeared on the FBI’s forensic report of the CF Card, between
4/11/19 and 6/11/19, in an apparent attempt to create a stronger relationship between the CF
Card and the WD HDD.

e On 4/11/19, FBI forensic examiner Stephen Flatley created a forensic copy of the CF card,
processed the data, and generated a forensic report using AccessData Forensic Toolkit (FTK),
also known as AD LAB. The report listed active files present on the CF card, as well as those
that had been deleted.

e On 6/11/19, five weeks into the trial and one day before he took the stand, FBI Examiner Brian
Booth created another forensic copy and another FTK report of the same CF card. In the FBI,
this is considered a reexamination and is prohibited by policy (see my Process Findings
report). However, in this second report there were new files present in the file listing that were
not on the previous report: Namely, IMG 0042, IMG 0081-IMG_0100, IMG_0172—

IMG 0179, and IMG_0193-IMG_200.

¢ In the FBI, CART examiners generate FTK reports, which contain file listings, graphics, and
exported files that were identified and bookmarked by the case agent or CART examiner. At
times, new reports are generated from existing forensic copies of the same device, when the
facts of the investigation change or when a new forensic tool becomes available. In this case,
however, the difference between the two FTK reports cannot be attributed to the use of a
different tool, because both examiners used the same tool and version number: AccessData
Forensic Toolkit, Version 6.3.1.26.

e The appearance of new files on a subsequent forensic report does not, by itself, necessarily
mean that files were added to the original device. However, [ have generated hundreds of FTK
reports for the FBI, and I can think of no legitimate reason for new files to appear on a
subsequent FTK report generated by the same software and version number, working under
the same set of facts, on the same piece of evidence, which is supposed to be preserved and
immutable from the time of collection.

e In fact, there are several reasons to suspect that the new files appearing on the 06/11/2019 CF
Card report did not legitimately originate on the CF Card itself:

© None of the new files are viewable in the 06/11/2019 report, while all the files
previously appearing on the 04/11/2019 report are viewable.

o None of the new files are viewable on the CF Card report, so they cannot be
visually compared with their namesakes on the WD HDD, which are viewable.

o None of the MDS5 hashes for the new files on the CF Card report match their
namesakes on the WD HDD report. Mismatched MD5 hashes means they are not
the same files.

o Unlike the first 04/11 CF card report, the second 06/11 CF Card report omitted the
file sizes for the photos, thereby preventing even a file size comparison of the new
files with their namesakes on the WD HDD.

o Aside from the manipulated IMG_0093-97 files discussed in Finding #1, the FBI's
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forensic tool (FTK) was unable to carve a single viewable photo from any of the
new files appearing on the 06/11 CF Card report. In that same report, by contrast,
FTK was able to carve out several dozen viewable photos from the CF Card’s
previous photos as well as from unallocated space (with no links to specific files).

o To summarize, there is nothing besides easily-modifiable file names and file
system dates and times that connect the new files in the 06/11 CF Card report with
their namesake photos on the WD HDD report.

e Moreover, the way the new files appear on the 06/11/2019 CF Card report is indicative of
someone creating large swaths of “new files” on the CF Card based on file names, rather than
on content. For example, as detailed in Appendix D, the appearance of 20 files (IMG_0081-
100) on the second CF Card report implies that the user had taken several pictures of three
different subjects, saved them to the CF Card and eventually backed them up to the WD HDD.
However, it also requires the user to return to the CF Card, delete only first two photos (by
filename) of the first subject, delete no photos of the second subject, and then delete all BUT
the first two photos of the third subject. Even more incredibly, the user would have had to
delete them in such a way as to prevent the FBI's forensic tool (FTK) from recovering them
(e.g. by writing over the sectors). As mentioned earlier, FTK had no problem recovering other
deleted files, carving photos from those deleted files, or even recovering viewable photos from
the CF Card’s unallocated space.

e With the possible exception of IMG_0093-97 files discussed in Finding #1, the new files
appearing on the FBI’s CF Card forensic report between the 04/11 and 06/11 versions may not
even be real digital photos, since there is no data — no file sizes, no viewable images, no
carved photos, no carved thumbnails — to indicate that they are. Nevertheless, these newly
added CF card files and metadata match the filenames, dates, and times of files on the WD
HDD, indicating that the likely reason for adding these files was to make it appear as though
the corresponding files on the WD HDD at one time had originated on the CF card with the
dates indicated, consistent with the government’s narrative. This is especially significant
because other than easily-modifiable EXIF data, there is no forensic evidence linking the hard
drive’s alleged contraband to the CF card. Again, for a detailed analysis of the new files
appearing on the 06/11/2019 CF Card report, please sce Appendix D.

Finding 3: An unknown person accessed the CF card on 9/19/18, thereby altering file system
dates, while it was in the custody of FBI Special Agent Michael Lever.

e According to the CF card file listing (see Appendix A, Figure 1), the Accessed dates for all
the active files were changed to 09/19/2018 (The rest of the files are recoverable deleted files).
At a minimum, this finding demonstrates that file system dates on the CF card were altered on
at least one occasion, 09/19/2018, six months after it was collected by the FBI on 03/27/2018.

e The presence of updated accessed dates also demonstrates the FBI did not use a write blocker
to preserve the evidence, which is a “critical procedure” according to FBI CART SOP 4.3 (see
my Process Findings).
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& According to the FBI Chain of Custody for the Camera and CF card, Case Agent Michael
Lever checked out these items from Evidence Control on 09/19/2018 and returned them on
09/26/2018 (see Appendix A, Figure 2). SA Lever recorded his purpose for accepting custody
as “Evidence Review.” Therefore, SA Lever is most likely the person who accessed the CF
card on 09/19/2018 without a write blocker. As I explain in my Process Findings report, this
unauthorized access not only changed the evidence but it also violated FBI digital evidence
handling policy.

Finding 4: Dates of photos on the hard drive were altered through manual intervention. The
alterations seem to be an attempt to account for Daylight Saving Time.

e According to the file listing information in Appendix B, Table 1, there is an inconsistent
relationship between two different dates presumably generated by the camera upon creation of
the photographs. The EXIF date, generated by the camera, is embedded into the JPG file itself
and does not change when the file is copied to another file system. However, the Modified date
is saved to the CF card file system, and it may be interpreted differently by another computer,
depending on that computer’s time zone settings (The Created date is overwritten completely
upon copy). I do not have access to the unknown computer into which the photographs were
copied, so I have no information about its time zone settings. However, it appears a deliberate
effort was made to alter Modified dates on the files so they might comport with the Daylight
Saving Time, which ended 10/30/2005.

e From IMG 0043 to IMG_0126 the Modified dates were one hour behind those of the EXIF
dates. On 10/30/2005 starting with IMG_0127 the Modified dates of photos were adjusted to
be two hours behind, and then on the same day starting with IMG 0138 they were adjusted to
be exactly the same as the EXIF dates. Notably, the photos IMG_0127-137 belong to a single
folder (Mnp102005\2005-10-29-2350-08) and were the only photos on the WD HDD with this
two-hour difference between the Modified dates and the EXIF dates. Nothing outside of
human intervention could account for these changes.

¢ In my experience, there is likewise no legitimate reason a normal user would be making these
changes.

Finding 5: The metadata of a modified photo, whose numbered filename appears between
the alleged contraband ranges, was manually altered to create the appearance that it had not
been modified.

e The Modified date of IMG_0175 on the hard drive matches the Modified date of IMG_0175
recovered on the CF card, which would normally indicate that IMG 0175 was downloaded
from the CF card onto an unknown computer and then copied to the hard drive without ever
being modified.

e However, the EXIF CreatorTool value of IMG_ 0175 is set to “Adobe Photoshop Elements
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3.0,” which indicates that Adobe Photoshop was used to open and modify the file data. The
Adobe Photoshop value could not have been set by the camera, and it was not observed in the
EXIF data of any other photo. Since the EXIF data is part of the content portion of the file, its
modification must result in an updated Modified date. The fact that the file's Modified dates
are exactly the same on both devices - in the face of obvious modification - indicates the dates
have been manually altered to be the same (See Appendix A, Figure 6).

® Modified dates are normally unaltered when copying to a new file system. Therefore, the act
of altering a Modified date when content modification occurred reveals an intent by the user to
conceal the file modification by coordinating the Modified dates between the CF card and the
hard drive.

® The uniqueness of the EXIF data in the IMG_0175 file is also reflected in the thumbnail photo
that was carved from it on the HDD. Every other carved thumbnail in this case is named
“Carved [9728].jpeg,” meaning it was carved at the end of the fixed length EXIF portion of the
file located at byte offset 9728 (See Appendix C for a more detailed explanation). However,
the thumbnail carved from IMG_0175 is named “Carved [9104].jpeg,” meaning the EXIF data
in this file is different from all the others.

® The fact that only one file, IMG_0175, still contains the EXIF CreatorTool value set at
“Photoshop Adobe Elements 3.0” is likely due to an oversight on the part of the person
altering the EXIF data. Like the other files in the WD HDD, it contains the EXIF model and
serial number of the camera, but none of the other files contains a reference to Photoshop.

Finding 6: The folders containing the alleged contraband and others that supported the
dating of the photos to 2005 appear automatically named after exact dates and times in 2005.
However, at least some of these timestamped folder names were manually altered.

e At trial the government acknowledged that the upper level folders, such as Df101905, were
created by a human when FE Booth testified, “Yes, it looks like someone put the date and time
associated with two letters” (p. 4984).

e However, during court proceedings the government repeatedly asked FE Booth to confirm
both the upper level and lower level folder names (such as 2005-11-02-0422-20) “roughly”
correspond to the original date and time contained in the EXIF data of files in those folders
(e.g., pp. 4852-56). The clear implication was that these folder names could be relied upon to
corroborate the values in the EXIF data. In fact, during closing arguments the government
stated, “Brian Booth testified that the most reliable metadata that the FBI could obtain from
the images on the Western digital hard drive, said that they were taken exactly when the
folders stated they were taken” (p. 5371).

e The folders could not have been generated by the Canon camera, since that camera creates
folders named “CANON100” to store the first 100 photos, “CANON200” for the second 100
photos, and so on. This folder naming convention appears in the file paths of both of the
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government’s FTK reports of the CF card, dated 04/11/2019 and 06/11/2019.

e Testing has demonstrated that Adobe Photoshop Elements can indeed create folder names with
the YYYY-MM-DD-HHMM-SS nomenclature, but the date and time is based upon the current
system clock at the time the photos were imported into Adobe Photoshop, not on the created
times of the photos themselves. This fact reveals how the folder names were subsequently
manipulated.

e According to the date/time nomenclature, for example, the folders “2005-10-19-0727-57” and
“2005-10-19-0727-59” would have had to have been created two seconds apart (7:27:57 AM
and 7:27:59 AM, respectively). These folders reside under separate and uniquely named parent
folders, “Df101905” and “Msk101905,” respectively (See Appendix A, Figure 5). The latter
portion of these folder names could not possibly correspond to realistic folder creation times
because two seconds is not enough time to manually select nine files, IMG_0090-98, copy
them into the Df101905 folder, and then manually select another eleven files, IMG_0079-89,
and manually navigate to the Msk101905 folder and save them there.

e In addition, I discovered a Thumbs.db file in each of the folders “2005-10-19-0727-57" and
“2005-10-19-0727-59.” In earlier versions of Windows, a Thumbs.db was automatically
generated in a folder to contain previews of each file in the folder. However, I discovered that
the Thumbs.db file in each of the “2005-10-19-0727-57” and “2005-10-19-0727-59” folders
contain previews of the full range of photos IMG_0079-98. This means that all of those
photos used to reside in a single folder in the past, and some time later they were divided and
placed into their current locations, which are: IMG_0090-98 into the / Df101905/2005-10-19-
0727-57/ folder and IMG_0079-89 into the /Msk101905/2005-10-19-0727-59/ folder. The fact
that all photo previews were contained in both Thumbs.db files likely indicates that an earlier
folder, containing all IMG_0079-98 photos, was duplicated, the resulting folders were
renamed and placed into the Df101905 and Msk101905 folders, and then unwanted photos
from each folder were removed. No special skills are required to move files and rename
folders in the way I just described, and people often do so to organize photos according to
subject matter.

e [t is certain that some of the timestamped folder names were manually manipulated, such as
the ones described above. Given the ease with which one can alter folder names, it is possible
the names of the folders containing alleged contraband (2005-11-02-0422-20 and 2005-11-24-
0814-46) were manually set in a way that aligns with the prosecution’s narrative that the
photos were taken in November 2005, and therefore the subject would have been fifteen years
old, according to the trial record. At the very least, the dates and times indicated in these
folder names cannot be relied upon to determine or corroborate the creation dates of the photos
contained in them.
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Finding 7: The photos in this case, including the alleged contraband photos, appear to be on
the hard drive from an automated computer backup in 2009. But in fact, they were placed
there manually with manipulated file creation dates.

® According to the file listing of a forensically imaged Western Digital hard drive (WD HDD),
on 03/30/2009 a backup was made of a Dell Inspiron 700M and given the folder name
“BKP.Delllnspiron700M-20090330.” Also on 03/30/2009 a PowerMac was backed up to the
folder “BKP.PowerMac8.2-2009-0330.” Unsurprisingly, all the Created dates in these folders
were 03/30/2009 (or very early 03/31/2009), the backup date identified in the folder name (see
Appendix A, Figure 4). By contrast, all the files in the unknown computer (“Dell Dimension™)
backup folder (“BKP.DellDimension8300-20090330”) have a Created date of 07/26/2003, and
the backup folder has a last Accessed date of 07/28/2003, despite the folder name indicating
the same backup date as the others (03/30/2009).

& When files are copied from one file system to another, their Created dates are changed to the
current clock time of the machine hosting the receiving file system. If all clocks are accurate,
then the created time of these copied files will necessarily be AFTER the modified times.

® In this case, however, all the files in the unknown computer backup
(“BKP.DellDimension8300-20090330) have a Created date of 07/26/2003, while most of
their Modified dates are from October 2005 and later. This observation indicates the system
clock was rolled back to 2003 before copying these files manually onto the hard drive.

e Sometimes the computer’s CMOS battery — which enables the computer to retain information
after shutdown such as system time — goes bad, resulting in the system clock being reset to a
default date, such as 01/01/2003. However, the computer will continue to reset the system
clock to that date every time the computer powers up. Therefore, a bad CMOS battery cannot
explain the system clock set to 07/26/2003 for the creation date of the files in the folder whose
name, as mentioned previously, indicates a 03/30/2009 backup. It also fails to explain the
creation dates of several hundred (mostly music) files copied to the WD HDD between
08/08/2003 and 08/18/2003 that were NOT located in the “BACKUPS” folder.

& The rolling back of the system clock is more likely the result of someone who was trying to
backdate the folder content and make this folder appear to be a legitimate backup folder but
may not have considered how and when file system dates are normally updated.

There are other significant anomalies in this backup folder that showcase the failed effort to create
the appearance of an automated backup:

® The Dell Inspiron backup contains more than 15,000 files, while Dell Dimension backup was
backed up in two separate copy operations, in total less than 500 files.

e The Dell Inspiron backup included several directories, such as Desktop, Favorites, and My

2 Although the “factory default” date could theoretically be any date, 1 have never seen one thatis NOT on the
first day of the month, either in January or December of the year of manufacture.
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Documents, while the Dell Dimension backup initially only included the Studies folder,
containing the images in question. It is uncommon for a user to choose to primarily back up a
particular folder (in this case, the “Studies” folder) from an entire desktop system, while
ignoring more common file storage locations such as My Documents. To accept the
legitimacy of this backup one would need to believe a highly improbable scenario where the
user made a concerted effort to back up a folder containing his contraband, and specifically
this folder, from an entire desktop system. In a likely attempt to create the appearance of a
legitimate backup — more than an hour after the “Studies™ files were copied — a Symantec
folder with one file, and about 150 songs were added to the backup folder.

Conclusion

In summary, the forensic evidence shows that folder names and dates (key facts upon which the

prosecution’s argument relied) were manually altered, and the entire backup folder to which the

alleged contraband belonged was manipulated. While it is impossible to determine exactly when
the information on the WD HDD was altered, it is a scientific certainty that data on the CF card

were added and/or modified while the device was in FBI custody.

Respectfully Submitted,

J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner
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Appendix A: Figures

Figure 1. CF card file listing showing 9/19/2018 access dates®.

Figure 2. Excerpt from DX 945, Chain of Custody for Camera and CF Card, showing SA Lever
checking out evidence on 09/19/2018 and returning it on 09/26/2018.

Note: The HDD listing referenced in Figures 1, 3, 4, and 5 was generated by the defense using a computer set to
Pacific Time while the government reports were generated by a computer set to Eastern Time.
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Figure 3. Comparison of photograph metadata for files found on both the CF card and WD HDD.

Name * I+ Created = Accessed + Moadified « Hash * Path

IMG_0093.0PG Y 10/19/200519:33 10/19/2005 10/19/2005 19:3204296f3f0f48c30117cbfabcd516a857 | Lexar CF 2GB Card/
IMG_0094.5PG Y  10/19/200519:33 10/19/2005 10/19/2005 19:3387d26874707013f9776fc22057d86¢0 || Lexar CF 2GB Card/
IMG_0095.JPG Y  10/19/2005 19:33 10/19/2005 10/19/2005 19:33[8159288e01ca3¢ce02826f1ce46dcads || Lexar CF 2GB Card/
IMG_D096.5°G Y  10/19/2005 19:33 10/19/2005 10/19/2005 19:33[884764bfob7a72ed5f726af5d5eb11b5|| Lexar CF 2GB Card/
Y
Y

IMG_0097.5PG 10/19/2005 19:33  10/19/2005 10/19/2005 19:33[5c032852c43bf2d9b02373995336deed Lexar CF 2GB Card/
IMG_0098.1PG 10/19/2005 19:38  10/19/2005 10/19/2005 13:344520b09a0d542345040b1211f6c30el| Lexar CF 2GB Card/

Name * Created < Agcesse * Modified * MD5 * Path

IMG_D093.JPG 7/26/2003 11:06 2/12/2010 16/19/2005 15:33fl697cec124adcr21eccats2ca3a764644 )| WO External Device/
IMG_0094.JPG 7/26/2003 11:06 2/12/2010 10/19/2005 15:33§4795f46d 36fa9c33e20b90ca2eebdct WD External Device/
IMG_0095.JPG 7/26/2003 11:06 2/12/2010 10/19/2005 15:333c8963127576a554al13efca5fd3fo8d3| WO External Device/i
IMG_0096.PG 7/26/2003 11:06 2/12/2010 10/19/2005 15:33|dd2adf19¢b671d7cdad10fed3e1e97 WD External Device/s
IMG_0097.JPG 7/26/2003 11:06 2/12/2010 10/19/2005 15:33)f3cba2feOcf8fcadleab3ddoafchs22a WD External Device/!
IMG_0098.JPG 7/26/2003 11:06 2/12/2010 10/19/2005 15:34§a28460e871¢21272436b652785a79¢3 WD External Device/!

Figure 4. Records from the WD HDD File listing showing disparity in Created dates.

Created © Awessae - Mogriad - MEs © Patn

I 3/30/2009 19:57  3/30/2009  3/30/2009 13~59F3334a5793-u:(.'Sdct;!u'cnuu.-i.‘sala WO External Device/Partitiaon llMUS!LA*_'FAT32]/ivonl],lBA(KUPSb\kae'llr\!pwon7@M-20090336.hkf I

Created © Accessec © Modifizc © WD0S * Pat

[ 3/30/2009 22:03  2/12/201C  3/30,/2009 22:03 cllﬁeﬁﬁld-‘bcSEafe-lZfE-le'cﬁsdz-’le WO External Device/Pariition §/MUSICA §=A132],'(root]/BAl:(»ﬁSIBKF.DowerMacB.l-zm-c-iiwnesktop drmg I

Crested - _fAccessac - Mod fied ~_NDs * Path

I 7/26/200312:28  2/12/2010  6/26/2004 !1:SCIJEVQ‘QJFEGES:ﬁEaafabGS32R3h902i WD Esternal Device/Rartition 1/MUSICA “AT3Z]I‘!VO[|‘(§"MCKUPS,FKD Delbimensiang300- 20090336/ I

Figure 5. The WD HDD file listing showing the disparity of parent folders and date/time stamps.

Treates ©hrisies o Wbt ~ Patn
700472003 105 2/12/2010 1601972005 12 54 WO External Deve &/ Partitionr LML S A TFATI2]S towt) BAL £ P4 'BE P D Alwmensiwng 200 20060330, Studies Wk LOIING: J005- 10 18 £717 S50 0679 ,05
7263003 1108 U2 2040 16142000 12 84 WD Extercal Deve Partition 1 MUSATA TFATI2| 1ot BAZKUFS BaP CedDimensicrd 300 2VE0330 2tadies, Wk 1015052005 10 15 0727 54,440 0030 .95
7260200310 05 LO1202040 1019/ 2008 34 34 WD Exser=al Devne Bartitien LINCSITA TFATIZ] rony, BAIR LSS, 8K D DedDimensier 100 20630339, Studies Ak LI1905/ 3005 15 130727 59, W, 0081 125
YA 1Y NE L1010 10 1972605 18 54 WD External Device Fertition LINGUSH_A IFATIL] tout] BAT UPS/BAT Dedlemer:iong200 20091330, Studiet, sk LUT90S, 2005 0 130727 53,0 _ME2 126G
TR 00 LM 2010 000 3001970005 14 35 WO Extersal Omesce/Partition LIMCGILA (FAT 321 reet ] BALKLFY BRK DR SRimenyond (00 200%0 3 30 Studies, Mok LITSURIJ00S 10 1% 1222 59 MG 008 L 00
T 2004 1108 200002000 10010, 0008 14 55 WD Externgl Ceves Dartilion 1MOSICA [RATI2] Craasl 840 s L 80D CardGururean A A0 J000T ML M wdisn, WAk LT RS IS 10 18 0727 S3 026 D041 100
A INY LIS 1L IS 1001 S 08 80 WO Exterral Devee Santibion LINUSICA TRATE| T eoptl Bl s U B9 CeRimansiore 00 AR S0/ Shudien, Mk LETA0S S0 18 190700 TG _0gs o
7/ 812007 1105 2/12/2030 10,19/2005 13 S5 WO External Deyae, Partitien L/MUSICA [FAT32]/ rontl/ BACKLPS,BX# Dedlimensiong300- 200903 30/ 5tudies, Msk LO1905/2005- 10-19 0727 59 IMG_(K8b 190G
e 1105 LY 100192508 12 58 WO Exterval Deviee Qartition 1OV S A [FATI2] 1 AR DY BKS Celenersiord 300 - AXM0 31005 udies Nk LATINS WS- 19 19 0727 99,906 a7 2h
101973005 34 3 A0 rul Devar Pgrtitian LWLSCA EATAR] A WUTSBAT DrDimenaon8 206 2060 530,57 dir g MK LITINE 2005 17 19 0727 59946 OGRS 175
100 19/200% 12 36 WO Ex Devie artition 1IMUSICA AT 4 PS5 B P [eaDimersier830¢ 20050334 et Sse 101905 2005- 19 19
100 i3, W5 18 52 WO Ew Oeves Dartitior LINCSILS FATE2| ALY L2 s P DenDimunuiors INe 200913439, s Of 21925, 20808 50 191
1009 008 15 82 WL Laterral (eats, SArTtine [NSCSAA TRAT 3| P T T P Y OV T SN K R T ST T D MO T Y
7SO0 1) Bh 2/12/2010 1019 2004 15 51 W Exterral Deve e Surtitior LNGSa A (FATE2] Treee] 8ACK S8/ AN D Lralamansions 300 JSHEE St dien L1906, 20 10 190727 S700G W8 Bn
7726/2003 11.06 2/12/2010 10, 13/2005 15 33 WD External Device/PArTition 1,/ MUSC A [FATI2|/ra0t) /BACKLPS/BXP DaSCsmension306 2009C330/5tudies/ DFI01905/200% 10 19 0727 57/1MG_0093 (PG
7/26/7003 1106 2/12/3010 10/19/200% 15 33 WO External Device/Parmition 1/MuUSICA [FAT32|/[1600L BACKUPS,BRE DelDimensiong N0 20096330, Studies DFIC1905/2005 IC 19 0727-5754G 00W .06
7/26/ 1003 11 %0 20120 5013 10019/ 2005 15 43 WD Eciecnal Device Fartition 1/MUSICA [FAT32] (oot) BACKLPS 8L P DelOvmenyiork 300- 10M903 30/ Studies DF 1619051 2005 10- 19072757 MG _0079 ,PG
7/26/2003 1106 2/12/2016 1001972009 15 33 WD Extersal Devee/Partition L/MUSHCA [FAT32]/{ro0t) BACRUPS/BAP DelDimensiond 100 20090330/ Studies, [ 101905, 2005 10-19-6727-57/44G 0096 JPG
7/26:2003 1106 2/12/2€1C 10+19/2005 15 33 WO Exterral Devece  Partition L'MUSICA [FAT32|/ re0t] BACKUPS/BRP DedDimensiona300 20090330, Studies 0f101905, 2005 10-19-6727 57//MG_0097.PG
7/26/2003 11.06 2012/201¢ 10719, 2005 15 34 WD Exter=al DevicerPartition L'MUSICA |FAT32|,  roct) BACKUPS BKP DelDimensionB300 20090330 Studies/ D11G19C5, 2005 10 19 0727-574MG_0093.UPG

12
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Figure 6. A comparison of Modified Dates for IMG_0175.JPG, which was modified.

Figure 6a. IMG 0175 file system metadata from the recovered deleted file on the CF Card (GX
521 Replacement). This copy could NOT have contained an EXIF CreatorTool value set to

“Photoshop Adobe Elements 3.0”,

Name MG 0175 JPG

Extenslon jpg

Item Nomber 1064

Path [exar CF 2GB Card/Partition I/1.LEXAR MEDIA |[FAT 6]/ root |/ DCIM/101CANON;!

MG_O0175.IPG

Created Date 11/10/2005 8:25:04 PM (2005-11-11 01:25:04 UTC)
Accessed Daie i 17i0V2005

Modifled Date 117102005 5:25:04 PM (2005-11-11 0125:04 UTC)
MDE Hash

Deleted True

Carved Falsc

Figure 6b. IMG_0175 file system metadata from the HDD (GX 505A). This copy contained
EXIJF data with a CreatorTool value set to “Photoshop Adobe Elements 3.0”.

Name IMG 0175006

Created Date 77242003 2:06:31 PM (2003-07-26 18:06:31 UTC)

Accessed Date 21272010

Modified Date 117102008 §:25:04 PM (20051111 012504 U'TC)

MDE Hndh 247257141 8dWRASde0 198443000

Path 1B16 WD HD 500GB/Partition 1/MUSICA |[FAT32|/|root| BACKUPS/
BKP.DellDimernsivad 300. 20090330 Studica’A L 11005/2005-11-10-0718-42/IMG_0175.JPG
Exported as Report Fles Blen ING 017510

Figure 6c¢. File system metadata was altered to conceal EXIF data modification and support the

government’s narrative,

File system metadata was altered to conceal photo content modification (IMG_0175).

. '
ﬂ P en
’
e R B——

o= same
’h ) Modified
g Date for

o Altered

N Content?

IMé D1/ inp
Madified Dune 111002006 82504 P
EXIF CreatorTool value: Adebe Photoshop Elements 3.0

MG_0175.ipg
Modified Date: 11710720045 £ 2504 P
EXIF CrealorTool value: [sane)
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Appendix B: File Listing Tables

File Name

IMG_0043.JPG

IMG_0044.JPG

IMG_0045.JPG

IMG_0046.JPG

IMG_0047.JPG

IMG_0048.JPG

IMG_0049.JPG

IMG_0050.JPG

IMG_0051.JPG

IMG_0052.JPG

IMG_0053.JPG

IMG_0054.JPG

IMG_0055.JPG

IMG_0056.JPG

IMG_0057.JPG

IMG_0058.JPG

IMG_0059-1.JPG

IMG_0060-1.JPG

IMG_0061-1.JPG

IMG_0062-1.JPG

IMG_0063-1.JPG

IMG_0064-1.JPG

WD HDD FAT
Modified Date

10/16/05 11:30:04 PM

10/17/05 3:53:24 PM

10/17/05 3:53:40 PM

10/17/05 3:54:08 PM

10/17/05 3:54:24 PM

10/17/05 3:54:38 PM

10/17/05 3:54:54 PM

10/17/05 3:55:04 PM

10/17/05 3:55:28 PM

10/17/05 3:55:42 PM

10/17/05 3:55:54 PM

10/17/05 3:55:58 PM

10/17/05 3:56:24 PM

10/17/05 3:56:36 PM

10/17/05 3:56:48 PM

10/17/05 3:56:58 PM

10/17/05 9:00:58 PM

10/17/05 9:01:06 PM

10/17/05 9:01:12 PM

10/17/05 9:01:24 PM

10/17/05 9:01:32 PM

10/17/05 9:02:00 PM

WD HDD EXIF
DateTimeOriginal

10/17/05 12:30:04 AM

10/17/05 4:53:22 PM

10/17/05 4:53:40 PM

10/17/05 4:54:09 PM

10/17/05 4:54:24 PM

10/17/05 4:54:38 PM

10/17/05 4:54:54 PM

10/17/05 4:55:05 PM

10/17/05 4:55:28 PM

10/17/05 4:55:41 PM

10/17/05 4:55:52 PM

10/17/05 4:55:59 PM

10/17/05 4:56:25 PM

10/17/05 4:56:36 PM

10/17/05 4:56:48 PM

10/17/05 4:56:58 PM

10/17/05 10:00:57 PM

10/17/05 10:01:07 PM

10/17/05 10:01:13 PM

10/17/05 10:01:24 PM

10/17/05 10:01:32 PM

10/17/05 10:02:00 PM
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IMG_0065-1.JPG

10/17/05 9:02:08 PM

21365

10/17/05 10:02:07 PM

IMG_0066-1.JPG

10/17/05 9:02:14 PM

10/17/05 10:02:13 PM

IMG_0067-1.JPG

10/17/05 9:02:34 PM

10/17/05 10:02:34 PM

IMG_0068-1.JPG

10/17/05 9:03:02 PM

10/17/05 10:03:01 PM

IMG_0069-1.JPG

10/17/05 9:03:10 PM

10/17/05 10:03:10 PM

IMG_0070-1.JPG

10/17/05 9:03:24 PM

10/17/05 10:03:24 PM

IMG_0071.JPG

10/18/05 7:32:06 PM

10/18/05 8:32:06 PM

IMG_0072.JPG

10/18/05 7:32:26 PM

10/18/05 8:32:26 PM

IMG_0073.JPG

10/18/05 7:32:36 PM

10/18/05 8:32:36 PM

IMG_0074.JPG

10/18/05 7:32:44 PM

10/18/05 8:32:44 PM

IMG_0075.JPG

10/18/05 7:33:08 PM

10/18/05 8:33:09 PM

IMG_0076.JPG

10/18/05 7:33:14 PM

10/18/05 8:33:15 PM

IMG_0077.JPG

10/18/05 7:33:22 PM

10/18/05 8:33:22 PM

IMG_0078.JPG

10/18/05 7:33:30 PM

10/18/05 8:33:30 PM

IMG_0079.JPG

10/19/05 5:54:08 PM

10/19/05 6:54:09 PM

IMG_0080.JPG

10/19/05 5:54:22 PM

10/19/05 6:54:23 PM

IMG_0081.JPG

10/19/05 5:54:32 PM

10/19/05 6:54:33 PM

IMG_0082.JPG

10/19/05 5:54:56 PM

10/19/05 6:54:57 PM

IMG_0083.JPG

10/19/05 5:55:10 PM

10/19/05 6:55:10 PM

IMG_0084.JPG

10/19/05 5:55:36 PM

10/19/05 6:55:37 PM

IMG_0085.JPG

10/19/05 5:55:48 PM

10/19/05 6:55:49 PM

IMG_0086.JPG

10/19/05 5:55:56 PM

10/19/05 6:55:57 PM

IMG_0087.JPG

10/19/05 5:56:08 PM

10/19/05 6:56:09 PM

IMG_0088.JPG

10/19/05 5:56:24 PM

10/19/05 6:56:24 PM

IMG_0089.JPG

10/19/05 5:56:34 PM

10/19/05 6:56:34 PM

IMG_0090.JPG

10/19/05 6:32:52 PM

10/19/05 7:32:51 PM

IMG_0091.JPG

10/19/05 6:32:58 PM

10/19/05 7:32:57 PM
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IMG_0092.JPG

10/19/05 6:33:08 PM
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10/19/05 7:33:09 PM

IMG_0093.JPG

10/19/05 6:33:18 PM

10/19/05 7:33:18 PM

IMG_0094.JPG

10/19/05 6:33:26 PM

10/19/05 7:33:25 PM

IMG_0095.JPG

10/19/05 6:33:30 PM

10/19/05 7:33:29 PM

IMG_0096.JPG

10/19/05 6:33:52 PM

10/19/05 7:33:51 PM

IMG_0097.JPG

10/19/05 6:33:58 PM

10/19/05 7:33:57 PM

IMG_0098.JPG

10/19/05 6:34:08 PM

10/19/05 7:34:08 PM

IMG_0099.JPG

10/20/05 3:20:12 PM

10/20/05 4:20:13 PM

IMG_0100.JPG

10/20/05 3:20:30 PM

10/20/05 4:20:31 PM

IMG_0101.JPG

10/20/05 3:20:44 PM

10/20/05 4:20:44 PM

IMG_0102.JPG

10/20/05 3:21:02 PM

10/20/05 4:21:02 PM

IMG_0103.JPG

10/20/05 3:21:28 PM

10/20/05 4:21:28 PM

IMG_0104.JPG

10/20/05 3:25:14 PM

10/20/05 4:25:14 PM

IMG_0105.JPG

10/20/05 3:26:56 PM

10/20/05 4:26:56 PM

IMG_0106.JPG

10/20/05 3:27:04 PM

10/20/05 4:27:03 PM

IMG_0107.JPG

10/20/05 3:49:24 PM

10/20/05 4:49:23 PM

IMG_0108.JPG

10/20/05 3:49:26 PM

10/20/05 4:49:26 PM

IMG_0109.JPG

10/20/05 3:49:30 PM

10/20/05 4:49:29 PM

IMG_0110.JPG

10/29/05 4:11:16 AM

10/29/05 5:11:16 AM

IMG_0111.JPG

10/29/05 4:11:42 AM

10/29/05 5:11:43 AM

IMG_0112.JPG

10/29/05 4:43:36 AM

10/29/05 5:43:36 AM

IMG_0113.JPG

10/29/05 4:43:54 AM

10/29/05 5:43:54 AM

IMG_0115.JPG

10/29/05 4:44:52 AM

10/29/05 5:44:52 AM

IMG_0116.JPG

10/29/05 4:44:56 AM

10/29/05 5:44:55 AM

IMG_0117.JPG

10/29/05 4:45:06 AM

10/29/05 5:45:06 AM

IMG_0118.JPG

10/29/05 4:45:20 AM

10/29/05 5:45:20 AM

IMG_0119.JPG

10/29/05 4:45:26 AM

10/29/05 5:45:25 AM
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IMG_0120.JPG

10/29/05 4:45:40 AM
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10/29/05 5:45:40 AM

IMG_0121.JPG

10/29/05 4:45:50 AM

10/29/05 5:45:50 AM

IMG_0122.JPG

10/29/05 4:46:00 AM

10/29/05 5:46:00 AM

IMG_0123.JPG

10/29/05 4:47:00 AM

10/29/05 5:46:59 AM

IMG_0124.JPG

10/29/05 4:47:06 AM

10/29/05 5:47:05 AM

IMG_0125.JPG

10/29/05 4:47:10 AM

10/29/05 5:47:11 AM

IMG_0126.JPG

10/29/05 4:47:24 AM

10/29/05 5:47:24 AM

IMG_0127.JPG

10/30/05 2:34:20 AM

10/30/05 4:34:20 AM

IMG_0128.JPG

10/30/05 2:35:14 AM

10/30/05 4:35:14 AM

IMG_0129.JPG

10/30/05 2:36:06 AM

10/30/05 4:36:05 AM

IMG_0130.JPG

10/30/05 2:36:42 AM

10/30/05 4:36:42 AM

IMG_0131.JPG

10/30/05 2:36:54 AM

10/30/05 4:36:55 AM

IMG_0132.JPG

10/30/05 2:37:12 AM

10/30/05 4:37:12 AM

IMG_0133.JPG

10/30/05 2:37:44 AM

10/30/05 4:37:45 AM

IMG_0134.JPG

10/30/05 2:37:58 AM

10/30/05 4:37:58 AM

IMG_0135.JPG

10/30/05 2:38:00 AM

10/30/05 4:38:00 AM

IMG_0136.JPG

10/30/05 3:39:00 AM

10/30/05 5:39:00 AM

IMG_0137.JPG

10/30/05 3:39:06 AM

10/30/05 5:39:06 AM

IMG_0138.JPG

10/30/05 4:55:42 PM

10/30/05 4:55:41 PM

IMG_0139.JPG

10/30/05 4:55:52 PM

10/30/05 4:55:51 PM

IMG_0140.JPG

10/30/05 4:56:20 PM

10/30/05 4:56:21 PM

IMG_0141.JPG

10/30/05 4:56:46 PM

10/30/05 4:56:46 PM

IMG_0142.JPG

10/30/05 4:57:12 PM

10/30/05 4:57:12 PM

IMG_0143.JPG

10/30/05 6:01:08 PM

10/30/05 6:01:08 PM

IMG_0144.JPG

10/30/05 6:01:14 PM

10/30/05 6:01:14 PM

IMG_0145.JPG

10/30/05 6:01:20 PM

10/30/05 6:01:19 PM

IMG_0146.JPG

10/30/05 6:01:28 PM

10/30/05 6:01:28 PM
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IMG_0147.JPG

10/30/05 6:02:08 PM
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10/30/05 6:02:08 PM
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IMG_0148.JPG

10/30/05 6:02:14 PM

10/30/05 6:02:15 PM

IMG_0149.JPG

10/30/05 6:02:22 PM

10/30/05 6:02:22 PM

IMG_0150.JPG

11/2/05 5:59:16 PM

11/02/05 5:59:16 PM

IMG_0151.JPG

11/2/05 5:59:26 PM

11/02/05 5:59:25 PM

IMG_0152.JPG

11/2/05 5:59:30 PM

11/02/05 5:59:30 PM

IMG_0153.JPG

11/2/05 5:59:34 PM

11/02/05 5:59:34 PM

IMG_0154.JPG

11/2/05 5:59:48 PM

11/02/05 5:59:47 PM

IMG_0155.JPG

11/2/05 6:00:22 PM

11/02/05 6:00:22 PM

IMG_0156.JPG

11/2/05 6:00:30 PM

11/02/05 6:00:29 PM

IMG_0157.JPG

11/2/05 6:00:38 PM

11/02/05 6:00:38 PM

IMG_0158.JPG

11/2/05 6:00:48 PM

11/02/05 6:00:49 PM

IMG_0159.JPG

11/2/05 6:01:10 PM

11/02/05 6:01:10 PM

IMG_0160.JPG

11/2/05 6:01:18 PM

11/02/05 6:01:18 PM

IMG_0161.JPG

11/2/05 6:09:00 PM

11/02/05 6:08:59 PM

IMG_0162.JPG

11/2/05 6:09:02 PM

11/02/05 6:09:02 PM

IMG_0163.JPG

11/2/05 6:09:10 PM

11/02/05 6:09:11 PM

IMG_0164.JPG

11/10/05 8:22:18 PM

11/10/05 8:22:18 PM

IMG_0165.JPG

11/10/05 8:22:30 PM

11/10/05 8:22:30 PM

IMG_0168.JPG

11/10/05 8:23:12 PM

11/10/05 8:23:12 PM

IMG_0169.JPG

11/10/05 8:23:26 PM

11/10/05 8:23:26 PM

IMG_0172.JPG

11/10/05 8:24:20 PM

11/10/05 8:24:19 PM

IMG_0174.JPG

11/10/05 8:24:48 PM

11/10/05 8:24:47 PM

IMG_0175.JPG

11/10/05 8:25:04 PM

11/10/05 8:25:04 PM

IMG_0176.JPG

11/10/05 8:25:10 PM

11/10/05 8:25:11 PM

IMG_0177.JPG

11/10/05 8:25:36 PM

11/10/05 8:25:35 PM

IMG_0178.JPG

11/10/05 8:25:54 PM

11/10/05 8:25:54 PM
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11/10/05 8:26:04 PM

IMG_0180.JPG

11/10/05 8:26:22 PM

11/10/05 8:26:22 PM

IMG_0181.JPG

11/10/05 8:26:26 PM

11/10/05 8:26:25 PM

IMG_0182.JPG

11/10/05 8:26:30 PM

11/10/05 8:26:29 PM

IMG_0183.JPG

11/10/05 8:27:34 PM

11/10/05 8:27:33 PM

IMG_0184.JPG

11/24/05 9:07:50 PM

11/24/05 9:07:50 PM

IMG_0185.JPG

11/24/05 9:07:56 PM

11/24/05 9:07:55 PM

IMG_0186.JPG

11/24/05 9:08:08 PM

11/24/05 9:08:07 PM

IMG_0187.JPG

11/24/05 9:09:52 PM

11/24/05 9:09:52 PM

IMG_0188.JPG

11/24/05 9:10:08 PM

11/24/05 9:10:08 PM

IMG_0189.JPG

11/24/05 9:10:22 PM

11/24/05 9:10:23 PM

IMG_0190.JPG

11/24/05 9:10:28 PM

11/24/05 9:10:28 PM

IMG_0191.JPG

11/24/05 9:10:38 PM

11/24/05 9:10:37 PM

IMG_0194.JPG

12/18/05 12:37:58 AM

12/18/05 12:37:58 AM

IMG_0197.JPG

12/18/05 12:38:20 AM

12/18/05 12:38:20 AM

IMG_0198.JPG

12/18/05 12:38:28 AM

12/18/05 12:38:28 AM

IMG_0199.JPG

12/18/05 12:38:56 AM

12/18/05 12:38:55 AM

IMG_0203.JPG

12/25/05 2:59:44 AM

12/25/05 2:59:44 AM

IMG_0204.JPG

12/25/05 2:59:50 AM

12/25/05 2:59:50 AM

IMG_0205.JPG

12/25/05 3:00:42 AM

12/25/05 3:00:42 AM

IMG_0206.JPG

12/25/05 3:00:50 AM

12/25/05 3:00:49 AM

IMG_0207.JPG

12/25/05 3:01:40 AM

12/25/05 3:01:40 AM

IMG_0208.JPG

12/25/05 3:01:46 AM

12/25/05 3:01:46 AM

IMG_0209.JPG

12/30/05 5:56:06 PM

12/30/05 5:56:05 PM

IMG_0210.JPG

12/30/05 5:56:12 PM

12/30/05 5:56:11 PM

IMG_0211.JPG

12/30/05 5:56:16 PM

12/30/05 5:56:15 PM

IMG_0212.JPG

12/30/05 5:56:20 PM

12/30/05 5:56:20 PM
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12/30/05 5:56:46 PM
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12/30/05 5:56:46 PM

IMG_0214.JPG

12/30/05 5:56:54 PM

12/30/05 5:56:53 PM

IMG_0215.JPG

12/30/05 5:56:56 PM

12/30/05 5:56:56 PM

IMG_0216.JPG

12/30/05 5:57:00 PM

12/30/05 5:56:59 PM

IMG_0217.JPG

12/30/05 5:58:50 PM

12/30/05 5:58:50 PM

IMG_0218.JPG

12/30/05 5:59:00 PM

12/30/05 5:58:59 PM

IMG_0219.JPG

12/30/05 5:59:08 PM

12/30/05 5:59:07 PM

IMG_0220.JPG

12/30/05 5:59:18 PM

12/30/05 5:59:18 PM

IMG_0221.JPG

12/30/05 5:59:56 PM

12/30/05 5:59:56 PM

IMG_0222.JPG

12/30/05 6:00:08 PM

12/30/05 6:00:08 PM

IMG_0223.JPG

12/30/05 6:00:24 PM

12/30/05 6:00:24 PM

Case 1:18-cr-00204-NGG-VMS Document 1169-1 Filed 05/03/22 Page 214 of 349 PagelD #:

20
021



Case 1:18-cr-00204-NGG-VMS Document 1169-1 Filed 05/03/22 Page 215 of 349 PagelD #:
21371

Appendix C: Analysis of Files Carved from HDD and CF Card

The content of four digital photos, IMG_0180 through IMG_0183, are the only ones that are
exactly the same across both the CF card (GX 521A) and the external hard drive (GX 503),
meaning they are the only photos whose file names and MDS5 hashes match. Initially, this was

Listing of Backup Folder (BKP.DellDimension8300-20090330).csv,
reports.

In addition, I inspected two additiona

provided items carved from the CF card and external hard drive, respectively. In these listings I
discovered a suspicious relationship between photos IMG_0180 through IMG_0183 and four other
photos on the CF card, IMG 0093, IMG 0094, IMG 0096, and IMG_0097, respectively.

Before I describe those relationships, however, it would be helpful for the reader to understand
how carved files are generated. Figure 1 represents a digital photograph named IMG_0180.JPG,
which has a file size of 2,539,833 bytes (about 2.5 MB). The logical portion of the file consists of
three primary components.

EXIF data, which typically contains camera-generated metadata, is fixed length and
occupies the first portion of the file from byte offset 0 to offset 9728.

The second portion of the file is the picture thumbnail, a variable-length component that
occupies the space between the end of the EXIF data (offset 9728) and the beginning of the
main picture (offset 16845). Subtracting these two numbers provides the file size of the
thumbnail, 7,117 bytes. When a forensic tool carves it from the parent file it is given the

The third portion of the file is the main picture, occupying the largest portion of the file at
2,522,988 bytes. Since the main picture begins at byte offset 16845, the carving forensic
tool will give it a fi

Figure 1. How a forensic tool creates and names files carved from digital photographs.
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For brevity I will limit the discussion of the suspicious files (IMG_0093, IMG 0094, IMG_0096,
and IMG_0097) to the relationship between IMG_ 0093 and IMG_0180. The corresponding
relationships between IMG_0094, IMG_0096, IMG_0097 and IMG 181, IMG 182, IMG 183,
respectively, are identical.

displays information about IMG 0093 and IMG_0180. As discussed elsewhere, the Created dates
do not make sense. That anomaly aside, however, the file size information is consistent. For
example, for each file the logical size (L-Size) added to the size of its corresponding FileSlack is
equal to the physical size (P-size), as it should. Also, each of these files have corresponding carved

9728. With a single exception - as explained previously - the thumbnail files for each digital
ffset XXXXX, will
vary with each photo because thumbnail sizes are different. The table below demonstrates that

subtracting the two starting byte offsets for the carved files (in red) predictably results in the
logical size for the thumbnail (in blue).

P-Size L-Size

Row Name Category Created Accessed Modified (bytes) (bytes) MDS5S
697cec1244dce
7/26/2003 10/19/2005 21ecc4f82cd3a7

1 IMG_0093.JPG JPEG EXIF 11:06 2/12/2010 15:33 2523136 2500404 64644

IMG_0093.JPG.File
2 Slack Slack Space n/a n/a n/a 22732 22732

ae6cbe511c913b
dec52917e3dca
3 Carved [14844].jpeg JPEG n/a n/a n/a n/a 2485560 05129

51202a6c4b8e6
0841153456561
4 Carved [9728].jpeg  JPEG n/a n/a n/a n/a 5116 5648l1c

£6202d0b41e30
7/26/2003 11/10/2005 c7c2laeae32c38
5 IMG_0180.JPG JPEG EXIF 11:06 2/12/2010  17:26 2555904 2539833 bafOb

IMG_0180.JPG.File

6  Slack Slack Space n/a n/a n/a 16071 16071
b991eaa84b4d9
1dfa2d0Oeecele9
7  Carved [16845].jpeg JPEG n/a n/a n/a n/a 2522988 02430
6babe3f7c2bd2c
6¢73d15e3d2db
8  Carved [9728].jpeg JPEG n/a n/a n/a n/a 7117 42a95
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- but
on the CF card. There are several inconsistencies with this data (See Table 2).

The file n IMG_0093
starting at byte offset 2129920. This would mean the file would have been carved starting near
the end of the digital photo file, which has a logical size of 2500404 bytes according to the
previous table. There was no file size data present in this file listing (which is suspicious in
itself). However, subtracting 2129920 from 2500404 yields a maximum file size of 370484
bytes for this carved file, which is too large to be a thumbnail and too small to be the main
picture data for the photo.

Surprisingly, this is precisely the same byte offset that began the main picture carving in
IMG_0180 as shown in this table (row 5) and verified in the previous table by a matching
MDS5 hash (See Table 1, row 7).

carved from their parent photo files starting at byte offset 9728. However, the same
thumbnail (with matching hashes) was carved from two different files, IMG_0093 and
IMG_0180. (See Table 2, rows 3-4 and compare at Table 1, row 8).

Row Path Hash Name Deleted?

/DCIM/100CANON/t MG_0093.JPG»Carved  8514¢14257901fca23dab82d ! MG_0093.JPG»Carved
1 [2129920].jpeg b716c0c (21299201 jpeg Y

! MG_0093.JPG»Carved
/DCIM/100CANON/! MG_0093.JPG»Carved d4831cccb7f5ac74632cc09a [2129920].jpeg»Carved
2 [2129920].jpeg»Carved [16845].jpeg 32d28515 [16845].jpeg Y

! MG_0093.JPG»Carved
/DCIM/100CANON/! MG_0093.JPG»Carved 6babe3f7c2bd2c6¢c73d15e3d  [2129920].jpeg»Carved
3 [2129920].jpeg»Carved [9728].jpeg 2db42a95 [9728].jpeg Y

/DCIM/101CANON/! MG_0180.JPG»Carved 6babe3f7c2bd2c6¢c73d15¢3d ! MG_0180.JPG»Carved
4 [9728].jpeg 2db42a95 [9728].jpeg Y

/DCIM/101CANON/! MG_0180.JPG»Carved ~ b991eaa84b4d91dfa2dOeece | MG_0180.JPG»Carved
5 [16845].jpeg 16902430 [16845].jpeg Y

listing for the CF card, with no file sizes present).
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As mentioned previously, the same pattern appears in the file listings for relationships between
IMG_0094 and IMG 0181, IMG_0096 and IMG_0182, and IMG_0097 and IMG_0183. Two
additional observations point to IMG_0093, IMG_0094, IMG_0096, and IMG_0097 being
counterfeit files on the CF card:

With the exception of unallocated space, the files IMG 0093, IMG 0094, IMG 0096, and
IMG_0097 are the only files in the CF card file listing with apparent nested carving (carving
from carved files).

Unlike the consistency of files IMG 0180 to IMG_0183, the byte offset data and MDS5 hashes
of files IMG_0093, IMG_0094, IMG_0096, and IMG_0097 are NOT consistent between
Tables 1 and 2 (i.e., between the hard drive and CF card).

Other anomalous behavior

Additional analyses of the CF card and WD HDD file listings reveal bizarre patterns that support
the finding that files were altered and transferred between devices:

A group of files located on the WD HDD were given nonstandard file names, from
IMG_0059-1 to IMG_0070-1. Neither the 04/11/2019 nor the 06/11/2019 CF card file listings
contain any record of these photos existing on the CF card, despite their camera-related EXIF
data being identical to all the others. Notably, these names were not assigned automatically by
the camera, but were rather created by a user action, thus proving at least one aspect of
metadata editing.

The CF card file listing shows large swaths of missing file name sequences, and sequences
with no content, punctuated by groups of 5-6 files with recoverable content (see Table 3). This
is not consistent with normal use of a camera, where the user might review and choose to
occasionally delete unwanted photographs as desired. Rarely would this deletion activity
follow such a distinctive pattern as what appears in the file listing. However, the pattern
would be consistent with someone copying photos between the CF card and an unknown
computer.
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Table 3. Analysis showing conspicuous gaps in data appearing in the CF card file listing.

Summary

According to the file paths and hash values I observed, the carving byte offset data and thumbnails
are exactly the same in two sets of files purported to be different. To be clear, two different digital
photographs would never share exactly the same thumbnail picture. It is impossible without
manual.intervention. .Moreover, the photographs IMG. 0093, IMG..0094, IMG. 0096,.and

IMG. 0097,.produced multiple, duplicate carved files, which on. flash media is indicative of file
modification. By contrast, all the other. files on the CF card file listing contain exactly. two carved

Given the above facts, I believe the following actions describe the most plausible explanation. for
what I observed with regard to the eight files in question. :

These four files (IMG 0180 through IMG_0183) were either manually copied from an unknown
computer to the CF card or els¢ were copied from the CF card to the unknown computer, where
the fact that these four
files (the only four of about 200) actually matched hashes between devices. Also, it is likely that
someone copied another version of these same four files to the CF card, altered their content, and
renamed them to IMG_ 0093, IMG 0094, IMG 0096, and IMG_0097. These actions would
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explain 1) why these files bear no resemblance to those on the hard drive with the same file
names, 2) why they contain the identical thumbnail pictures and common starting byte offsets as
those contained in the IMG 0180 to IMG 0183 files, 3) why there are multiple, carved instances
of these files on the flash media, and 4) why none of these files appeared on the 04/11/2019 CF
card file listing while appearing on the subsequent 06/11/2019 file listing. There are no plausible
natural or automated causes to explain such phenomena.

In summary, the forensic evidence demonstrates that alterations were intentionally made to files
on the CF card, and the differences between the 04/11/2019 and 06/11/2019 file listings suggest
those alterations took place while the CF card was in the custody of the FBI, as the devices were
collected on March 27, 2018.
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Appendix D: Description of New Files Appearing on the FBI's Forensic Report

Between 04/11/2019 and 06/11/2019
By J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner
Introduction:
In the present case, U.S. vs KEITH RANIERE, the FBI completed two forensic examinations and generated two
different reports on the same piece of evidence: A compact flash (CF) card found in a digital camera case. The
Government claimed that digital photographs from this CF Card were eventually backed up to a Western Digital hard
disk drive (WD HDD), which also contained alleged child pornography. The government’s narrative depended on
creating a strong connection between the CF Card, allegedly belonging to the defendant, and the WD HDD that
supposedly backed up photos from the CF Card. This brief analysis offers a plausible explanation for why a second
examination, and a second report of the CF Card, were generated by an FBI forensic examiner (FE)L.

Figure 1: Files Appearing on the First FBI Forensic Reports of the CF Card and WD HDD

04/11/2019 T 04/11/2019
CF Card Report £ "9 WD HDD Report
IMG_0021-41
IMG_0043-79
IMG_0081-100
IMG_0101-149 Photo range of alleged
IMG_0150-163 < contraband = not included
in WD HDD .
IMG_0164,5,3,9 i [eport
IMG_0172-79 sans 173
IMG_0180-183 IMG_0180-183
Photo range of alleged
IMG_0184-191 < contraband = not included
IMG_0194,7,8,9 in WD HDD report.
IMG_0203-223
IMG_0224-0243, sans
0226, 0232, and 0240

Observations:
e Both forensic reports were generated on the same day, April 11, 2019.
The CF Card report was created by FE Stephen Flatley, who kept the CF Card until 06/07/2022.
The WD HDD report was created by FE Brian Booth, using a forensic copy made by his trainee.
Only four photos, named IMG_0180-183, are common to both forensic reports (highlighted yellow).
At this time no other files on the CF Card report could be shown to be “backed up” to the WD HDD.

! For more information about the background of the case and the Government’s narrative presented at trial, please see my full
reports detailing Technical and Process Findings.
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Figure 2: Generating the Second FBI Forensic Report on the CF Card (June 11, 2019)

04/11/2019
CF Card Report

21378

06/11/2019
CF Card Report

04/11/2019
WD HDD Report

IMG-0021-41 - “IMG 1002141
S IMG..0042
: oo E _IMG_0043-80,
5 IMG_0081-100 'IM.G_00815100L »
IMG_0101-149
‘ ' - oaMG 015 -163 vk
L i : IMG_0164,5,8,9 e/
IMG, 0172179 : IMG_0172:79 sans 173
IM6_0i80:183 |MGL0186-183 — - IVIG-0T80-183 '
IMG_0184-191
IMG_0193-200 IMG_0194,7,8,9

IMG_0203-223

IMG_0224-0243, sans
0226, 0232, and 0240

IMG_0224-0243, sans
0226, 0232, and 0240

Observations:

As documented in the Chain of Custody, SA Mills delivered the CF Card, in an unsealed bag, to FE Booth on

06/10/2019, during the last week of trial and more than 14 months after the search team had collected it.

SA Lever requested that FE Booth complete a new examination and a (dated

06/11/2019 in the above figure).

None of the new files appearing on the 06/11/2019 report (shaded green) was viewable in the report.

No explanation was provided for the appearance of the new files or why they were unviewable.

All the previous CF Card files (in'white) are viewable in both CF Card reports.

It is extremely unlikely that eight of the new files on the 6/11 CF Card report (IMG_0172-179) just happen to

occupy the filename space beforethe small group of common photos (IMG_0180-183) and then another

eight new files (IMG_0193-200) just happen to appear right after the alleged contraband photo range

(IMG_0184-191), which themselves just happen to appear immediately'after the common photos..-

The alleged contraband photos, IMG_0150-163 and IMG_0184-191, appear in neither of the CF Card reports.
as'correct, then one would reasonably expect some remnants of these photos

IMG_0042 appears only on the 6/11 CF Card report 'so'it seems to fill a filename

o IMG_0021-0041 appear on the 4/11 CF Card report but not on the WD HDD report.

o IMG_0043-0179 appear on the WD HDD report but not on the 4/11 CF Card report.
The new file ranges on the 6/11 report are uninterrupted. Unlike the WD HDD report, there are no missing
file names or gaps within each group of new files.
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Figure 3: Evidence Supporting the Addition of New Files to the CF Card

IMG_0079.JPG
IMG_0080.JPG
IMG_0081.JPG
IMG_0082.JPG
IMG_0083.JPG
IMG_0084.JPG
IMG_0085.JPG
IMG_0086.JPG
IMG_0087.JPG
IMG_0088.JPG
IMG_0089.JPG

IMG_0090.JPG
IMG_0091.JPG
IMG_0092.JPG
IMG_0093.JPG
IMG_0094.JPG
IMG_0095.JPG
IMG_0096.JPG
IMG_0097.JPG
IMG_0098.JPG

IMG_0099.JPG
IMG_0100.JPG
IMG_0101.JPG
IMG_0102.JPG
IMG_0103.JPG
IMG_0104.JPG
IMG_0105.JPG
IMG_0106.JPG
IMG_0107.JPG
IMG_0108.JPG

Observations:

The above file listing was adapted from the WD HDD report, so all these files appear

10/19/05 2:54 PM
10/19/05 2:54 PM
10/19/05 2:54 PM
10/19/05 2:54 PM
10/19/05 2:55 PM
10/19/05 2:55 PM
10/19/05 2:55 PM
10/19/05 2:55 PM
10/19/05 2:56 PM
10/19/05 2:56 PM
10/19/05 2:56 PM
10/19/05 3:32 PM
10/19/05 3:32 PM
10/19/05 3:33 PM
10/19/05 3:33 PM
10/19/05 3:33 PM
10/19/05 3:33 PM
10/19/05 3:33 PM
10/19/05 3:33 PM
10/19/05 3:34 PM

10/20/05 12:20 PM
10/20/05 12:20 PM
10/20/05 12:20 PM
10/20/05 12:21 PM
10/20/05 12:21 PM
10/20/05 12:25 PM
10/20/05 12:26 PM
10/20/05 12:27 PM
10/20/05 12:49 PM
10/20/05 12:49 PM

21379

/Msk101905/2005-10-19-0727-59/IMG_0079.JPG
/Msk101905/2005-10-19-0727-59/IMG_0080.JPG
/Msk101905/2005-10-19-0727-59/IMG_0081.JPG
/Msk101905/2005-10-19-0727-59/IMG_0082.JPG
/Msk101905/2005-10-19-0727-59/IMG_0083.JPG
/Msk101905/2005-10-19-0727-59/IMG_0084.JPG
/Msk101905/2005-10-19-0727-59/IMG_0085.JPG
/Msk101905/2005-10-19-0727-59/IMG_0086.JPG
/Msk101905/2005-10-19-0727-59/IMG_0087.JPG
/Msk101905/2005-10-19-0727-59/IMG_0088.JPG
/Msk101905/2005-10-19-0727-59/IMG_0089.JPG

/Df101905/2005-10-19-0727-57/IMG_0090.JPG
/Df101905/2005-10-19-0727-57/IMG_0091.JPG
/Df101905/2005-10-19-0727-57/IMG_0092.JPG
/Df101905/2005-10-19-0727-57/IMG_0093.JPG
/Df101905/2005-10-19-0727-57/IMG_0094.JPG
/Df101905/2005-10-19-0727-57/IMG_0095.JPG
/Df101905/2005-10-19-0727-57/IMG_0096.JPG
/Df101905/2005-10-19-0727-57/IMG_0097.JPG
/Df101905/2005-10-19-0727-57/IMG_0098.JPG

/Mnp102005/2005-10-20-0640-31/IMG_0099.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0100.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0101.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0102.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0103.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0104.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0105.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0106.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0107.JPG
/Mnp102005/2005-10-20-0640-31/IMG_0108.JPG

None of these files appear on the 4/11 CF Card report.
Files shaded in green appear on the 6/11 CF Card report, but none of them are viewable on that report.

Files with a red boundary were located
Files with a blue boundary were located

Msk101905 folder.
Mnp102005 folder.

Why were
only the last
nine photos
(not the first
two) from
Msk101905
added to the
new 6/11 CF
Card Report?

Photo files
shaded in
green were
added to the
06/11 CF Card
report and did
not appear on
the 4/11
report.

Why were
only the first
two photos
(not the last
eight) from
Mnp102005
added to the
new 6/11 CF
Card Report?

drive.

It is extremely unlikely that photos would have been saved to and deleted from the CF Card in this manner
as a result of normal user behavior (See Implications discussion below).
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Implications

As explained elsewhere, the Government claimed that digital photos, including alleged contraband, had been
created with a Canon camera, saved to the camera’s CF card, transferred to an unknown computer, and then backed
up to the WD HDD. Figure 1 illustrates the initially weak relationship between files on the CF card and the alleged
“backup” of those files contained in the WD HDD. In fact, according to the FBFs report on 04/11/2019, only four
photographs were reported as being common to both devices.

In Figure 2, however, the introduction of new files to the FBI's 06/11/2019 “replacement” forensic report creates an
obviously stronger relationship between the devices. In all, 37 photos with filenames matching those on the WD
HDD were added to the 06/11/2019 report in small, contiguous groups of files. Unfortunately — or perhaps,
conveniently — none of the new files were viewable as photographs in the second report. As a result, none of the
new files could be verified visually or forensically against their namesakes on the WD HDD report.2 The FBI never
provided an explanation for the appearance of new photos on the 06/11/2019 report or why they were the only
photos on the CF card that were not viewable in the report.

Figure 3 requires a more robust explanation. In the case of the new files IMG_0081-100 (highlighted in green), it
seems that someone decided to add the appearance of those 20 files using round start and end file numbers — but
without regard for the three separate folders into which their namesakes would eventually be discovered on the WD
HDD “backup.” To accept the integrity and completeness of the 6/11 CF Card report, one must believe that the user:

e Took photos IMG_0079-89 on the CF Card,

# Saved the eleven photos to the Msk101905/2005-10-19-0727-59 folder on the unknown computer,

e Returned to the CF Card and securely deleted® the only the first two photos in that series (IMG_0079-80),
& Took photos IMG_0099-108 on the CF Card,

e Saved the ten photos to the /Mnp102005/2005-10-20-0640-31 folder on the unknown computer, and

e Returned to the CF Card and securely deleted all BUT the first two photos in the series (IMG_0099-100).

Such a creating, saving and deleting behavior is extremely unlikely (securely deleting from the camera only the first
two photos in one series and all BUT the first two photos in a subsequent series). That the user would just happen to
selectively curate and delete photos with consecutive filenames like this — based on content — is not a reasonably

credible scenario.

A more plausible explanation is that someone with physical control of the CF Card:

= Recognized the weak relationship between the photos reported on the 04/11/2019 CF Card report and those
reported as “backup” files on the WD HDD, including alleged contraband,

s Examined the file listing of the WD HDD and chose a convenient range based on filenames (IMG_0081-100)
rather than their saved folders,

e Created the appearance (through file and metadata manipulation) that those files had been discovered on
the CF Card as reported on the 06/11/2019 report, and

e Botched the file creation and deletion of the new files, rendering them unviewable in the 06/11/2019 report.

2 The Modified date/time stamps between the new files in the 06/11/2019 report and their namesakes on the WD HDD did
match. However, as explained in my report of Technical Findings, such metadata is easily changed and in this case it was
obviously manipulated, enhancing the CF Card — WD HDD relationship required by the Government’s narrative.

3 By securely deleted | refer to the process of selectively overwriting physical sectors on the media so that the files cannot be
recovered by forensic tools. Selectively eradicating photos in this way is not something a normal user would be able to
accomplish. If the deleted photos were recoverable, then the FBI would have included them in the second CF card report.
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Conclusion:

The defense team was provided the FBI’s forensic report of the CF Card generated on 04/11/2019 and then the
second “replacement” report, which was generated on 06/11/2019 and contained 37 additional files.

Along with the appearance of new files on a second CF Card forensic report, it is also undisputed that the contents of
the CF card were modified on 09/19/2018, while in FBI custody, and that the CF card was delivered to FE Brian Booth
in an unsealed cellophane bag just two days before FE Booth took the stand.* Therefore, in my expert opinion all
indications of means, motive, and opportunity point to FBI employees creating the appearance of additional files on
the CF Card in order to substantiate a relationship between the CF Card and the WD HDD containing the alleged
contraband.

4 These two facts were verified by FE Brian Booth in his sworn testimony.

032



Case 1:18-cr-00204-NGG-VMS Document 1169-1 Filed 05/03/22 Page 226 of 349 PagelD #:
21382

J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner

April 25, 2022
Summary of Process Findings

Professional Background

I served as an FBI Special Agent for 20 years, from 1999 to 2019, with more than half of that
career in cybersecurity and digital forensics (See attached CV). In the FBI, I served as a case
agent, a supervisor, a unit chief, a forensic examiner, a trainer of forensic examiners, and a
trainer of other trainers of forensic examiners. I have an in-depth knowledge of FBI evidence
handling procedures, and of digital evidence examination procedures and policies.

Review of Evidence

My review of evidence includes court testimony, a hard drive copy of logical files, and
examination reports generated by members of the FBI’s Computer Analysis Response Team
(CART). Based on my review, | have observed several technical, administrative, and evidence
handling irregularities that raise serious concerns about the integrity of the evidence.
Specifically, in this paper I describe violations of processes and procedures which occurred in
this case and that likely affected the outcome at trial.

Key Findings
Finding 1: Receiving unsealed evidence created a broken Chain of Custody.

¢ Neither the camera (Court transcript, p. 4886) nor the CF card (p.4889) was sealed when
delivered to CART Forensic Examiner (FE) Brian Booth on 06/10/2019, two days before
he took the stand. The FBI Chain of Custody for the CF card (DX 945) indicates that at
least three FBI employees — FE Stephen Flatley, SA Elliot McGinnis, and SA
Christopher Mills — had physical control of the evidence from the date a reexamination
was requested (06/07/2019) to the date it was delivered to FE Booth in an unsealed
package (06/10/2019).

¢ FE Booth’s exam notes (DX 961) make no mention of the chain of custody, or of the fact
that he received the evidence in unsealed packaging, although in court he admitted it was
unsealed when he received it (p.4886 and p.4905). As I will discuss later, FBI policy
requires the securing and sealing of evidence, and employees may be disciplined if they
fail to do so. In my experience with the FBI, I never received unsealed evidence other
than in exigent (emergency) situations.
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Finding 2: FBI employees engaged in unusual evidence handling procedures.

¢ What normal looks like: Large FBI offices like the New York Division, where the
evidence was processed, have a centralized evidence control and storage facility
sometimes referred to as the Evidence Control Unit (ECU). Normally, evidence is
collected at a search site by the case agent or a designated seizing agent, and a description
of the collected items is entered into Sentinel, the FBI’s case management system. Then
the agent has up to ten days to physically turn over the evidence to Evidence Control with
the chains of custody. After the case agent submits a written request to have the evidence
examined, the assigned CART examiner would check out the relevant evidence items
from Evidence Control and sign the chains of custody. In her notes (DX 961), Forensic
Examiner Trainee (FET) Virginia Donnelly recorded multiple instances where she
created derivative evidence items (forensic copies, extractions, and backups of the
originals) and turned them into Evidence Control. This is also normal.

» Abnormalities in this case: The digital evidence seized on 03/27/2018 seemed to be in
and out of the physical control of the case agents, rather than primarily managed through
the ECU as described above. Although the evidence was first turned into ECU by the ten-
day deadline, it was subsequently checked out by individuals who were not authorized to
review digital evidence. The chain of custody for the Camera and CF Card, for example,
indicate that the evidence was checked out by SA Maegan Rees on 07/10/2018 for 17
days and by SA Michael Lever 09/19/2018 for seven days — before it was first examined
by a CART examiner on 02/22/2019. Both SA Rees and SA Lever indicated “Review” as
the reason they were checking the evidence out of the ECU, but neither of these
individuals were authorized to review the contents of unexamined digital evidence'.

e Based on my own experience, a case agent would leave digital evidence in the ECU until
a CART examiner is requested to check out and examine the evidence. For digital
evidence, there is no good reason to check it out of Evidence Control, because the case
agent cannot possibly gain any investigative benefit from retaining evidence that he or
she cannot examine.

e According to the Chain of Custody for the WD HDD (DX 960), the last person to accept
custody of the device was SA Michael Lever, who checked it out from ECU on
02/22/2019. The reason SA Lever provided was “SW,” presumably meaning “search
warrant,” but it is unknown what actions SA Lever took on the WD HDD, or who took
custody of the device when he was finished with it. Although the WD HDD had been
forensically imaged (copied) by FET Donnelly on 09/19/2018 and processed on
09/24/2018, FE Booth did not generate a report of its contents until 04/11/2019.

1 In their report regarding the Lawrence Nassar case, the DOJ/OIG made public certainh information
regarding the FBI's evidence handling procedures: “According to the FBI's Field Evidence Management
Policy Guide, evidence must be documented into the FBI Central Recordkeeping System no later than 10
calendar days after receipt. Similarly, the Digital Evidence Policy Guide states that, ‘Undocumented, “off
the record” searches or reviews of [digital evidence] are not permitted™ (p. 13).

(hitps:/lolg justice govisites/default/files/reports/21-093 pdf)
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¢ Finally, FE Booth’s examination notes (DX 961) end abruptly after he created a forensic
copy of the CF card. Strangely absent from his notes are the options he chose while
processing the data with AD Lab, the generation of the “replacement FTK report”
presented at trial or the final disposition of the original or derivative evidence. Such
details would complete a normal CART forensic report.

Finding 3: The CF Card was accessed by an unauthorized FBI employee.

s According to the FTK reports, the last Accessed dates for active files on the CF card was
09/19/2018 — six months after the CF was collected by investigators and five months
before it was first delivered to an authorized CART examiner.

e According to FBI Chain of Custody for the Camera and CF Card (DX 945), the FBI
employee who had physical control over the CF card between 09/19/2018 and
09/26/2018 was SA Michael Lever, who recorded “Evidence Review” as his reason for
accepting custody (see my Technical Findings report). SA Lever was the primary case
agent and not a CART examiner, meaning he was not authorized to review the
unexamined digital evidence.

o The FBI’s Digital Evidence Policy Guide expressly prohibits any “Undocumented, ‘off
the record’ searches or reviews of digital evidence” and permits investigators to review
digital evidence only after it has been processed by an authorized method.?

e According to the same Chain of Custody, SA Maegan Rees had previously checked out
the Camera and CF card for “Review” on 07/10/2018 and kept them for 17 days. She is
also not a CART examiner and also would be prohibited from reviewing unexamined
digital evidence. However, if she did access the CF card without a write blocker, then the
last Accessed dates would have been overwritten two months later by the actions of SA
Lever, who did access the CF card without a write blocker.

o Therefore, there is no doubt the CF card was accessed by at least one unauthorized FBI
employee using an unauthorized process.

Finding 4: The CF Card was altered at least once, and likely twice, while in FBI Custody.

* On 9/19/2018: File system dates were overwritten on the CF card on at least one
occasion, on 09/19/2018, while in FBI custody. This means, at a minimum, that the CF
card was accessed without the use of a write blocking device. Failing to preserve digital
evidence against alteration is an automatic fail in many of the FBI forensics classes 1
have taught because write blocking is a critical procedure that, if skipped, becomes an
admissibility issue in court.

» Between 4/11/2019 and 6/11/2019: According to an FTK forensic report of the CF card
completed on 4/11/2019 by “srflatley” (FE Stephen Flatley) and another report completed

2 jbid, p.13. See also p. 83: “according to the FBI's Removable Electronic Storage Policy Directive,
employees may not connect non-FBI removable electronic starage, such as a thumb drive, to FBI
equipment without authorization.”
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on 6/11/2019 by “bsbooth” (FE Brian Booth), several files appeared on the second report
that were not included on the first report. For reasons I described in my Technical
Findings report (see Technical Findings #1 and #2), there is a high likelihood the new
files were added to the CF card and altered between these dates. In Appendix D of my
Technical Findings report, I explained why adding new files to the CF card could have
been used to support the government’s narrative regarding the origin of photos on the
WD HDD device.

e The difference between the FTK reports cannot be attributed to the use of a different tool,
because both examiners used the same tool and version number: AccessData Forensic
Toolkit, Version 6.3.1.26.

Finding 5: The FBI Expert Witness knowingly gave false testimony.

¢ FE Booth testified that receiving unsealed evidence is not extraordinary (p. 4887).
This characterization by Booth is false, as all CART examiners are trained to receive
evidence that has been sealed and initialed.* According to FBI evidence handling
protocols, anytime a seal is broken on evidence, it must be resealed with a date and
initials before relinquishing it to the next person in the chain of custody.’

¢ FE Booth testified he did not know who had the evidence prior to his examination —
two days prior to his testimony. When he was asked, “And who was it that had access
to the camera or the box prior to the time of your examination of it?”’ FE Booth answered,
“I don't have that evidence sheet in front of me to be able to refer” (p. 4889). As
mentioned previously, according to FE Booth’s examination notes (DX 961), it was the
“Case Agent” (but in fact SA Mills) who gave Booth the unsealed camera and CF card on
06/10/2019. It is not credible that FE Booth after two days could have forgotten the
person who gave him the one piece of evidence he processed alone during the case.

o FE Booth repeatedly testified to the reliability of EXIF data, and that it is “very hard
to remove,” (p. 4819) and “it’s not easily modifiable” (p. 4830). In fact, there are several
readily available tools that can easily modify EXIF data. This is a fact that would be well-
known to any forensic examiner (see Appendix A for a white paper I wrote
demonstrating — with screen shots — how easy it is to modify EXIF data). Also,
prosecutor Mark Lesko used Booth’s false testimony about EXIF data as the basis for his
argument that the alleged contraband photos were taken in 2005: “[EXIF] data is

3 | base this finding on 1} the fact that CF card files were altered, 2} the motive for adding new files {to
support the relationship between the CF card and WD HDD), and 3) the opportunity for alteration (the CF
card was outside of Evidence Control for several months). This finding could be significantly strengthened
{or disputed) if | were to be given access to both forensic copies of the CF card created on 04/11/2019
and 06/11/2019.

4 The aforementioned DOJ/OIG report (hitps /ol o :

states digital evidence “must be stored and secured and!or seaied to preverit data or ewdent\ary ioss
cross-transfer contamination, or other deleterious change.”

5 ibid, p.83 “Moreover, the FBI Cffense Code subjects FBI employees to discipline if they fail to “properly
seize, identify, package, inventory, verify, record, document, control, store, secure, or safeguard
documents or property under the care, custody, or control of the government.”
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extremely reliable. It’s embedded in the jpeg, in the image itself. And the [EXIF] data
shows that the data was created on the camera, in this instance, this particular instance,
the 150 jpeg on November 2, 2005 which is consistent with the title of the folder.” (p.
5571).

e FE Booth minimized his knowledge about the previous CF card examination. On
page 4987 of the court transcript FE Booth acknowledged that the government had asked
him to create “another report,” meaning in addition to the one created by FE Steven
Flatley. Therefore FE Booth knew, at a minimum, that FE Flatley had conducted an
inventory of the camera and CF card, created a forensic copy the CF card, examined it
with FTK (AD LAB), and then used FTK to create a report. However, when asked about
his knowledge of what FE Flatley had done with the camera and CF card, FE Booth
responded, “All I know is that he received it on that date. [ have no idea exactly what he's
done on the camera” (p. 4988).

» FE Booth failed to disclose that his actions constituted a prohibited re-examination
of digital evidence. According to FE Booth’s notes (DX 961), on 06/07/2019 SA Lever
requested that FE Booth “process” item 1B15 (the Camera and the CF card) because FE
Flatley “would be overseas during trial.”

o However, according to the Chain of Custody (DX 945) FE Flatley
relinquished custody of the CF card to SA McGinnis on this same day
(06/07/2019), so he was not yet “overseas.”

o FE Flatley was available to testify to his examination of the CF card, to
include the forensic report he generated on 04/11/2019, at any time during
the preceding four weeks of trial, which began on 05/07/2019. There was
no legitimate need to re-examine the CF card and create a second report.

o If FE Flatley was available to relinquish custody of the physical CF card
on 06/07/2019, then he was also available to provide FE Booth with the
forensic copy of the CF card he created (and named NYC024299.001). FE
Booth should have used the existing forensic copy to generate a new
report, if needed, rather than creating his own forensic copy.

o By creating a new forensic copy of the CF card (named
NYC024299 1B15a.E01), FE conducted a “re-examination” — a
duplication of all the technical steps that FE Flatley had already
completed. CART policy strictly prohibits such re-examinations, unless
approved by the executive management of the FBI Operational
Technology Division.? I could not find a record of such an approval.

6 The FBI Digital Evidence Policy Guide, Section 3.3.11.2 states, “Unless approved by the AD, OTD as
outlined below, examinations are not conducted on any evidence that has been previously subjected to
the same type of technical examination {hereinafter referred to as a ‘re-examination.’)” One of the
reasons for this palicy is to “[e]nsure that the integrity of the evidence is maintained” (p. 37}. A publicly
released version of this document, which includes many other requirements for a re-examination, may he

found at https.//vault. fol govidigital-avidence-policy-guide/digital-evidence-policy-quide-part-01-of-01/view.
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o Instead, according to his notes FE Booth only obtained approval from his
acting supervisor Trenton Schmatz to proceed with the re-examination.
Given the above facts, therefore, it is not credible that FE Booth had no
knowledge of the fact that FE Flatley had already inventoried the camera
and CF card, imaged and processed the CF card, and created an FTK
report (GX 521A), especially when the government asked FE Booth to
create “another report” (GX 521A “replacement™). Also it is not credible
that FE Booth did not know his actions violated FBI policy on re-
examinations.
¢ FE Booth’s testimony is especially troubling considering his status as a Senior
Forensic Examiner. In the FBI CART Program, an examiner may apply to be a senior
examiner, which requires additional training, additional testing, a research project, and a
special moot court exercise. As a Senior Forensic Examiner, Brian Booth should have
known his actions were inconsistent with FBI CART policy and his testimony was false
and misleading.

Finding 6: The timeline of examination is suspicious.

e 11 months passed between the seizure of the CF card (03/27/2018) and the date it was
first delivered to a CART examiner (2/22/2019). As stated previously, several FBI
employees — who were not authorized to view unexamined digital evidence — gained
physical control of the CF card during that time. FE Flatley was the first CART examiner
to receive the CF card and he imaged, then created an FTK report and file listing of the
CF card on 04/11/2019. FE Booth first examined the CF card, from which the alleged
contraband purportedly came, the day before he took the stand on 6/12/2019 - which was
already more than four weeks after the trial began on 5/7/2019.

s [t is highly unusual that digital evidence in such a case would be examined for the first
time, by the testifying examiner, on the eve of his testimony. In my 20 years of FBI
experience I have never seen such a delay — followed by a last-minute examination — in a
case with no exigent (emergency) circumstances.

Finding 7: Critical evidence was withheld from the defense team.

e Examination photographs, including those documenting the initial condition of the
evidence, were initially withheld (p. 4894). These photographs would include those taken
of the evidence by FET Donnelly, FE Flatley, and FE Booth when they received them (on
08/08/2018, 02/22/2019, and 06/10/2019, respectively). In the examination notes of FET
Donnelly and FE Booth, the examiners only included photographs of the WD HDD
(1B16) and a Lacie HDD (1B28). Conspicuously missing were any photographs of the
Camera (1B15) and CF Card (1B15a), as such photographs would document whether or
not the evidence packaging was sealed when received by the examiner. Although FE
Booth omitted the sealed status of the evidence in his notes, he admitted under oath that
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the packaging for neither the camera nor the CF card was sealed when he received them
(p. 4886-9).

¢ When a discovery order is issued by a court, it usually includes documents such as
examination notes, reports, file listings, photographs, chains of custody, forensic images,
and imaging logs. I have not seen a record of the government providing the CF card
forensic image file (or forensic copy) created by FE Flatley (NYC024299.001), the CF
card forensic image file created by FE Booth (NYC024299 1B15a.E01), or any of the
logs and .CSV file listings that normally accompany the images. To my knowledge, no
one has represented that alleged contraband exists on these forensic images and
administrative documents, so there is no reason to withhold them from defense counsel.
In Appendix B I have listed several of these evidentiary and administrative items that
would be crucial to supporting my analysis but were not produced by the government
before trial.

Conclusion

Never in my 20 years with the FBI have I seen a case brought to trial with such careless evidence
handling, scant documentation, and obvious signs of evidence manipulation (see my Technical
Findings report). The points above combined with technical findings of evidence alterations
point strongly to the government, at a minimum, being aware that the evidence was unreliable
and had been altered.

The government not only withheld this information from the jury but attempted to convey the
opposite — that the evidence was reliable and authentic — by eliciting false testimony from FE
Booth and making false and misleading statements in their closing arguments.

Respectfully Submitted,

J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner
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Appendix A

A White Paper: EXIF Data and the Case “U.S. vs KEITH RANIERE”
By J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner

Introduction

The purpose of this article is to expose the government’s mischaracterization of EXIF data used
as evidence against the defendant Keith Raniere.

Background

In this case, the prosecution claimed that Raniere used a Canon digital camera to take explicit
photographs of a female while she was still a minor, saved them to a compact flash (CF) camera
card, transferred them to an unknown computer, and then backed up those photographs to an
external hard drive (See Figure 1).
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“j Pictures Taken
Canon Camera ‘N
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’ ’ 2

Pictures Downloaded
|

Camers Card ’N
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Pictures Backed Up
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22 pictures of

alleged 15-yr.0ld found

Figure 1: The Government’s narrative regarding alleged contraband found on a “backup™ drive.

To demonstrate that the alleged user of the camera, Raniere, created the alleged contraband, the
prosecution needed to prove two things:
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1. The alleged contraband photographs were taken in 2005, and
2. The alleged contraband photographs were taken with the camera allegedly used by
Raniere.

The prosecution relied upon information embedded inside the digital photographs, called
Exchangeable Image Format (EXIF) data, which records how the photo was taken, on what
date, and with which camera settings. Since EXIF data is saved into to the content portion of the
digital photograph file, it does not change when the photograph is transferred to another device.

The prosecution used the photo’s EXIF data, specifically their creation date, to argue the subject
was underage in the pictures. They also pointed to the fact that the EXIF data of the photos
showed the same make and model of the camera allegedly used by Raniere. At first glance, this
is a seemingly logical line of argumentation.

But one important question needs to be asked.

How reliable is EXIF data?

According to the FBI’s expert witness, Senior Forensic Examiner William Booth, the photo
EXIF data — the information that’s embedded into the photograph file itself — is extremely
reliable because it is “very hard” to change. Consider just a few of his statements from his court
testimony (emphasis added):

Question: Is there a particular reason why EXIF data is more
difficult to alter?

Booth: They purposely designed it that way.

Question: Do you know --

Booth: It's mainly to be able to store information. And they

don't want data to be moved around and changed, especially time
and date information. Those things are very hard for the
consumer to be able to modify, unless you wind up getting
software that's Jjust developed to do that (p.4820).

Booth: Well, the best reference is the EXIF data because that
gets put into the JPEG file and it's not easily modifiable and
it moves with the file the same way from device to device, no
matter where you place it. It has nothing to do with the bearing
of a file system at all or the dates and times associated with
it. So it's on its own, but are created at the same time that
you take the picture (p.4830).
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Booth: ..But when it comes to photos, they still keep you from
changing dates and times. It's not easy to change those. You
have to go through special processes to change those things.
(p.4977)

These are just a few of Booth’s statements about the reliability of EXIF data and how hard it is to
modify. Prosecutor Mark Lesko emphasized Booth’s testimony in his closing argument to the

jury:

LESKO: ..I'm no expert, don't get me wrong, but I heard Examiner
Booth, just like you did. Exif data is extremely reliable . 1It's
embedded in the jpeg, in the image itself. And the exif data
shows that the data was created on the camera, in this instance,
this particular instance, the 150 jpeg on November 2, 2005..
(p.5572) .

So both the FBI’s expert witness and the DOJ prosecutor told the jury they could rely on the
photo EXIF data to determine that Raniere had created the alleged contraband with the Canon
camera in 2005 because the EXIF data is “extremely reliable™ and “very hard” to modify.

However, is it true that digital photograph EXIF data is “very hard” to change? A simple
demonstration will help answer this question.

Modifying Photograph EXIF Data

A quick Google search will enable anyone to find many of the freely-available, simple-to-use
tools for editing EXIF data. One of my favorites is called ExifTool, which was recently featured
in an online article titled, ““7 Free Tools to Change Photo’s Exif Data, Remove Metadata and
Hide Dates™ {(https://www.geckoandfly.com/7987/how-to-change-exif-data-date-and-camera-

properties-with-free-editor/). However — as [ will demonstrate in a moment — a person doesn’t
even need to download a free tool to modify EXIF data.

For purposes of the following demonstration, I will use a real digital photograph from the U.S. vs
KEITH RANIERE case. Although the photograph with the file name “IMG_0043.JPG” is simply
a picture of a tree, it was found on the evidence “backup™ hard drive along with the alleged
contraband and it was allegedly taken with the same camera at around the same time. In Figure

2 below, the Microsoft Windows details pane (invoked by selecting the “View” tab of any
Windows folder) is interpreting some of the EXIF data of IMG_0043.JPG.
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X

Figure 2. Windows display of EXIF data for IMG_0043.JPG.
According to the Windows display of EXIF data, this photo was taken on 10/17/2005 with a

Canon EOS 20D digital camera. I verified this information by using the industry standard
ExifTool I mentioned earlier. Here is how ExifTool interprets the EXIF data:

Figure 3. ExifTool display of EXIF data for IMG_0043.JPG.

How hard is it to change the camera model? In the Windows folder with the Details Pane
enabled

camera model to an iPhone XR.
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Therefore, a person viewing the file in Windows would now see a photo that was taken by an
Apple iPhone XR, in the year 1776.

i

Figure 6. Windows display of saved changes in the EXIF data of photo IMG_0043.JPG.

Despite the governme

EXIF data really in the Windows folder in fact
changed the EXIF data in the file, | opened the file again in ExifTool:

DL

ame L Pl

Figure 7. ExifTool display of saved changes in the EXIF data of photo IMG_0043.JPG.

One could argue that ExifTool is indeed a forensic tool, although it is in the public domain. But
to put to rest any doubts about what happened, I viewed the photo in one of the most common
(and FBI- FTK Imager. In Figure 8
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below, I imported IMG 0043.JPG and used the Hex viewer to read the raw EXIF data. All the
EXIF changes I made were readily visible, and there were no traces to indicate that I or anyone
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I could have used one of the many freely available tools to modify the EXIF data that the

the built-in features of Windows to modify the EXIF data of one of the actual digital
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photographs produced by the government at trial, and then I verified those changes in three
different ways. In reality, anyone can reproduce what I just demonstrated in this article, using
any digital photograph. Modifying EXIF data requires none of the “software” or “special
processes” claimed by FBI examiner Booth, nor is it “very hard” to modify, as he claimed in
sworn testimony. It is not clear to me why a Senior Forensic Examiner of his caliber would have
made those false statements under oath.

Implications

Why would the FBI’s star witness, the digital forensic examiner, swear under oath that EXIF
data cannot be easily modified? And why would he make such statements multiple times during
his testimony? I just demonstrated how easy it is.

The prosecution needed the jury to believe that EXIF data could not be easily modified because
it was the only piece of digital information that supported the narrative that the photos on the
drive allegedly belonging to Raniere were of an underage subject. If the prosecution had told the
truth — that EXIF data can be easily modified with no special skills or tools — then the jury may
have reasonably doubted its reliability as evidence of a crime.

The bottom line: It is a miscarriage of justice for the prosecution (and the jury) to have relied
upon the authenticity of EXIF data to prove creation dates and the origin of digital photographs.
If the government could blatantly mislead a jury about something so easy to disprove, it leaves
me to ponder: What else were they lying about?

Respectfully submitted,

J. Richard Kiper, PhD
FBI Special Agent (Retired) and Forensic Examiner.
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Appendix B

Items Requested for Discovery

The following list represents critical evidence and administrative documentation that was not
provided to me during my analysis of information pertaining to the case U.S. vs KEITH
RANIERE, et al. After serving 20 years as an FBI Special Agent and Digital Forensic Examiner,
I know these items should be readily available for the FBI to locate and produce in a timely
manner, because most of these items are retrievable from the FBI Sentinel case management
system or from the Evidence Control Unit (ECU), which is required to retain evidence for a
criminal case until all appeals are exhausted. These items are critical to supporting my analysis
of both the digital evidence and FBI procedures in this case, and to my knowledge none of these
items were produced by the government before trial.

1. The forensic image of the CF card (1B15a) created by FE Flatley (NYC024299.001),
together with its imaging log and file listing (.CSV) file. This is a bit-for-bit duplication
of the CF card, and I need to analyze it independently rather than rely on the FBI’s
submitted forensic reports. If the FBI did not delete it, this forensic image is located on
the FBI shared server at: \\nycart-fs\casesO5\NY -

2233091 208206\Evidence\NYC024299\NYC024299.001. An archive copy should also
be stored in the ECU.

2. The forensic image of the CF card (1B15a) created by FE Booth
(NYC024299 1B15a.E01), together with its imaging log and file listing (.CSV) file.
Again, I need to analyze this data independently from the FBI’s forensic report, which
shows new files were added to the 06/11/2019 report that did not appear on the
04/11/2019 report. My analysis of these two forensic images would determine to a
scientific certainty which contents of the CF card were altered while in the custody of the
FBLI. If the FBI did not delete it, this forensic image is located on the FBI shared server at:
\\nycart-fsS\CASES02\NY -
2233091 _196817\Evidence\NYC024299 1B15a\NYC024299 1B15a.E01. An archive
copy should also be stored in the ECU.

3. FE Steven Flatley's complete Examination Notes. These documents should include the
steps taken by FE Flatley during his inventory, imaging, and analysis of the CF card,
including software generated log files.

4. Photographs of the CF card, documenting its condition and packaging, when
received by FE Flatley on 02/22/2019 and by FE Booth on 06/10/2019. FE Booth
already testified he received the CF card in an unsealed plastic bag from the case agent.
We have no information regarding the condition of the CF card when FE Flatley accepted
custody of it.
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The original file listing of the WD HDD (1B16) created by FET Donnelly
(NYC023721_1B16.E01.csv) and the imaging log for that item. I need to compare the
original file listing to that which was provided to me.

The FTK log (generated by AD LAB) of the processing, browsing, searching, and
bookmarking of digital evidence. I need the FTK logs for the examination of the WD
HDD (1B16) and both instances of processing for the CF card (1B15a). Among other
important data, the FTK log would capture the date and time SA Lever allegedly
“discovered” contraband on the WD HDD.

The CART Requests corresponding to SubID 196817 and SubID 208206. These
documents are normally part of an examiner’s “administrative notes,” and could help
explain the rationale for originally assigning the CF card to FE Flatley while assigning all
the digital evidence items (including a reexamination of the CF card) to FE Booth.

All EXIF data for ALL photographs listed on both of the CF card reports (GX
521A, dated 04/11/2019, and GX 521A Replacement, dated 06/11/2019). I need to
compare EXIF data contained in files contained in the forensic images of the CF card
with those contained in the WD HDD files. However, if | am provided both forensic
images of the CF card (Items 1 and 2) then I do not require this item.

A detailed description (Examination notes) of how GX 504B was generated,
including the tool, options selected, and steps taken. Detailed examination notes are
required to be able to replicate the results of the FBI’s examinations.

All communications, including but not limited to texts, e-mail messages, notes, and
voicemail messages, of FET Donnelly, FE Booth, FE Flatley, SA Lever, SA Jeffrey, SA
Mills, SA Rees, SA McGinnis, AUSA Hajjar, and AUSA Penza, regarding this case.
Among the above requested items, this is the only request for information that may not be
readily retrieved from the electronic case file or from ECU. However, the
communications between these DOJ employees would provide critical context to the
actions taken regarding the collection, transportation, storage, and analysis of the digital
evidence in this case.
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J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner

April 25,2022
Analysis of the Testimony of Special Agent Christopher Mills
Professional Background

I served as an FBI Special Agent for 20 years, from 1999 to 2019, with more than half of that
career in cybersecurity and digital forensics (See attached CV). In the FBI, I served as a case
agent, a supervisor, a unit chief, a forensic examiner, a trainer of forensic examiners, and a
trainer of other trainers of forensic examiners. I have personally sworn out affidavits for dozens
of search warrants and collected, preserved, and analyzed hundreds of pieces of digital evidence.
Therefore, I have an in-depth knowledge of FBI evidence handling procedures, and of digital
evidence examination procedures and policies.

Introduction

On March 27", 2018, the FBI executed a federal search warrant at a two-story town home
located at 8 Hale Drive, Halfmoon, New York. To my knowledge, the residence had been used
as an executive library by Keith Raniere, defendant in the case U.S. vs KEITH RANIERE, et al.
As part of my analysis of the digital evidence in this case, as well as the actions taken by the FBI
to identify, collect, preserve, and analyze that evidence, I reviewed the testimony of FBI Special
Agent Christopher Mills as he answered questions from prosecutor Tanya Hajjar regarding the
search.

Among the many curiosities in this testimony, [ was particularly struck by the fact that the first
two pieces of evidence collected at the residence happened to be the ONLY two pieces of digital
evidence used to convict Raniere of child exploitation. It was as if the FBI agents knew what
would eventually be “found” on those devices and used at trial.

Moreover, in my opinion the questions by prosecutor Hajjar and the answers by SA Mills
seemed specifically choreographed to give the jury the impression that the FBI followed robust
procedures during the search, thereby distracting from the subsequent and obvious mishandling
of the collected evidence.
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Testimonial Analysis

What follows are referenced excerpts from SA Mills’ sworn testimony, followed by my analysis
regarding their significance to the case.

1. Disproportionate attention to detail regarding search procedures rather than
establishing an unbroken chain of custody.

Prosecutor Tanya Hajjar asked, “Agent Mills, can you just generally describe to the jury what
the process is for conducting the search of a residence?”’ (p. 4290).

What follows this quote was an unusually long and detailed description of FBI search
procedures, complete with a discussion of the “knock-and-announce,” forced entry, safety
sweep, furniture present, search sketch, assignment of letters to each area, movement of agents
through the residence, photograph procedures, etc. These 14 pages of detail stand in stark
contrast to the vague, one-paragraph description of the evidence collection and transportation
procedures recorded on page 4307 (discussed in #6, below). For example, the prosecutor
introduced the search sketch, the photo log, and all the photos into evidence, but never
introduced or even asked about the chains of custody or storage requirements for the evidence
that was collected. From a reading of the transcript, it seems the over-emphasis on FBI search
procedures was meant to distract from the under-emphasis on evidence handling procedures,
which Hajjar must have known was problematic.

2. A new agent, rather than the on-scene case agent, was the sole witness to testify about the
execution of the search warrant.

When asked about the search team, Mills answered: “There was a team, mostly comprised of
agents from the New York office, as well as the Albany office” (p. 4291).

Despite the involvement of a sizeable search team from two different field offices, SA Mills
(with only three years on the job) was the only witness asked to testify about how the evidence
was identified and collected that day. His role was to “assist with evidence collection and
documentation” and to take photographs. By contrast, SA Michael Lever, who was the lead FBI
investigator in the case (the “case agent™), the affiant on the search warrant, and was probably
responsible for the mishandling of the digital evidence for many months after the search!, did
NOT testify during the entire trial. A reasonable person may conclude that the prosecutor
intentionally limited the risk of exposing the FBI's evidence mishandling by declining to put the
case agent on the stand.

1 See my Technical Findings and Process Findings reports.
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3. The search team ignored several other areas of the residence before starting to search
the office.

Hajjir asked, “And where did you go from there, in terms of initiating the search?” (p. 4294).

During the unusually long description of the movements of the search team, Mills indicated they
moved past the kitchen, living room, bathroom, and open areas of the first floor. Then they took
a spiral staircase to the second floor, where they moved through several more areas, including a
bathroom, and a seating room area, before finally arriving at the “office space.” Although the
office was the last of many areas discovered in the residence, it became the first area to be
searched. In my experience, the case agent normally assigns groups of FBI personnel to search
different areas of the building simultaneously to save time. Working this way in multiple
simultaneous locations, search teams would be able to collect evidence, but no one would be able
to assign consecutive evidence numbers. In this case, however, someone decided the office
would be the first location to start finding AND numbering evidence.

4. The very first item to be identified in the entire residence was a camera with a camera
card, located under a desk, and which happened to be one of two key pieces of digital
evidence used to convict Raniere of child exploitation.

In describing one of the search photographs he took, SA Mills said, “Se the there's a note there
with the number one. So number one represents evidence item number one. So, in this case, this
photo was taken underneath the desk or table and was assigned number one based on being the
first evidence item that was found” (p. 4304).

If SA Mills’ account is correct, then the FBI search team traversed several areas of the residence,
went upstairs and straight to the office area, and then crawled under a desk to find the first piece
of evidence —a camera bag containing a camera and camera card. At this point, the case agent,
SA Lever, had not yet “discovered” alleged child pornography taken with this camera, so it
seems more than a strange coincidence that it was the first evidence item identified.

Another anomaly is the fact that an item number was assigned to the camera immediately upon
discovery. All the items documented in the photo log (GX 502) and represented in the
photographs (GX 502A) have item numbers, written on sticky notes photographed next to the
items. Generally, FBI search personnel do not assign item numbers to evidence at the moment of
discovery/photography/collection, because there are multiple people working in different rooms
and it would be impossible to coordinate the numbering among them. If any items are assigned
item numbers, then it is done near the end of the search when the seizing agent collects all the
evidence together and fills out the FD-597 receipt for items seized. Therefore, in practice the
item numbers rarely correspond to the order in which they were collected.
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5. The very next item to be identified in the entire residence was an external hard drive,
located away from the desk on a shelf, and which happened to be the second of two key
pieces of digital evidence used to convict Raniere of child exploitation.

When asked about another photograph he took, SA Mills answered, “So this is the still of the
same office space as seen before and item number two, which is on top of the bookshelf here, is a
gray or silver hard drive” (p. 4308).

Once again, it is extremely convenient that from all the potential evidence in the residence, it was
the Western Digital hard drive — where the alleged child pornography was stored — that was the
second piece of evidence identified by the FBI on scene. It is also important to note that the
camera card (Item #1) and the hard drive (Item #2), comprised the entirety of the child
exploitation digital evidence against Raniere — which supposedly was not “discovered” by the
FBI for nearly a year later.

6. Prosecutor Hajjar did not even attempt to establish an unbroken chain of custody for the
digital evidence used against Raniere.

Hajjar: What happens when you recover a piece of digital evidence like Government Exhibit 520
and 524?

Mills: So, when we receive -- when we recover digital evidence, we have a process in which we
bring the digital evidence back to our office and if we want the evidence to be reviewed, we
would submit a request to our CART team. And the CART is the Computer Analysis Response
Team and they have specialists who are computer evidence examiners who would review that
evidence for us or assisted us in reviewing the evidence with us.

Hajjar: And is that what happened in this case with Government Exhibit 5207
Mills: Yes. (p. 4307).
After spending several minutes eliciting the details of search activities, the prosecutor was

strangely disinterested in establishing an unbroken chain of custody for the two pieces of digital
evidence presented at trial. Conspicuously missing were the following questions, for example:

e Who decided which pieces of evidence were relevant and within the scope of the search
warrant?

s Why did you bypass documents and other potential evidence in other rooms in order to
start with items in the office?
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¢ While in the office, why did you start identifying and collecting evidence beneath the
desk?

¢ The photo log shows that you went back and forth from room to room, photographing
various evidence items there. Why didn’t you stay in one room to photograph all the
evidence there, before moving on to the next room?

» Who decided the order in which the items were to be photographed and assigned item
numbers?

e After you photographed each piece of evidence, what specifically did you do with it?

¢ Who sealed the evidence?

¢ Who packaged the evidence?

e Who started the chains of custody for the evidence?

¢ Who transported the evidence back to your office?

¢ Who took custody of the evidence at the office, and how was it stored?

e You said you found the camera card (CF card) inside the camera (p. 4305). You must
have removed it on scene to identify it here in court. Who removed it permanently and
put it inside a cellophane bag?

o Why didn’t you photograph the CF card after you discovered it inside the camera?

¢ Why wasn’t the CF card noted on the photo log, chain of custody, electronic evidence
entry, or any other documentation related to the seizure of the camera?

* When was this evidence relinquished to case agent Michael Lever?

o How long did he have custody of the evidence?

e Did you realize that the camera and the CF card were in unsealed containers when you
regained custody and relinquished them to FE Booth on 06/10/2019?

¢ Who unsealed them and why were they not re-sealed?

In the above trial excerpt, it seems the prosecutor specifically crafted her sentence to avoid
discussing who in the FBI had taken actions on the digital evidence after it was identified at the
search site. As I detail in my Process Findings report, the chains of custody demonstrate that SA
Lever and other FBI individuals not authorized to review unexamined digital evidence gained
physical control over the digital evidence for several months before turning it over to CART
forensic examiners. In fact, the CF card was checked in and out of the Evidence Control Unit
(ECU) for eleven months before it was finally released to the first CART examiner, Stephen
Flatley, on 02/22/2019. During that time, as the government has acknowledged, an FBI
employee accessed that camera card on 09/19/2018. The Chain of Custody indicates that the case
agent, SA Michael Lever, had custody of the CF card from 09/19/2018 to 09/26/2018. In my
Technical Findings report, I describe several anomalies that demonstrate manual manipulation of
data on that card.

The Chain of Custody also shows that other FBI employees, SA Elliot McGinnis and SA
Christopher Mills, regained custody of the camera and CF card from the first CART examiner
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before turning it over to a second CART examiner, Brian Booth, in unsealed packaging on
06/10/2019 - the very day Mills testified about collecting it. As explained in my Process
Findings report, a second examination of digital evidence is strictly prohibited by policy, and for
the second examiner to receive the original evidence from a case agent (rather than using the
work of the previous examiner) is very abnormal.

Regarding SA Lever’s handling of the digital evidence in this case, there are several questions
that must be answered, for example:

¢ Why did SA Lever and other FBI employees check out the evidence from the ECU
multiple times, when they were not authorized to even look at it?

e Why did SA Lever access the CF card without a write blocker on 09/19/2018?

o  Why does the Chain of Custody for the WD HDD (DX 960) end with SA Lever checking
it out of Evidence Control on 02/22/2019?

¢ What did SA Lever do with the WD HDD after he checked it out?

It is very telling that the prosecutor completely avoided the topic of chain of custody with respect
to the digital evidence in this case.

7. Sometime after collecting the first and only two pieces of digital evidence eventually used
at trial, the searching agents returned to the space beneath the desk and collected another
external hard drive.

After being asked to describe another photograph he took, SA Mills said, “Se this is, once again,
underneath the desk or the table in the office space. And you see item number 14, so that's
evidence item number 14, the gray or silver hard drive” (p. 4310).

SA Mills later identified this second external hard drive as a LaCie external hard drive (Item
#14). If (according to SA Mills) the item numbers correspond to the order in which they were
collected, then this item was discovered in the same place as the camera bag (Item #1) — yet it
was not discovered and collected until much later. In fact, according to the seized property
receipt’ and the search photos (GX 502A), the FBI collected a book, 30 cassettes, an Amazon
Kindle, two CD discs, a thumb drive, and miscellaneous documents before returning to the space
beneath the office desk to collect the LaCie hard drive and other computer equipment.

This strange behavior begs the following question: Why did the FBI agents first go straight to the
camera bag (Item #1), located under the desk, then search a shelf, where they retrieved an
external hard drive (Item #2), then collect dozens of other items (some found in other rooms)
before returning under the desk, where they found the LaCie external hard drive?

2 See FD-597, Receipt for Property Seized.
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Conclusion

The prioritized collection of the only two pieces of digital evidence used to support the child
exploitation charges at trial (Items #1 and #2) strongly points to foreknowledge on the part of the
FBI agents. In fact, a reasonable person would suspect the evidence collection process itself was
influenced by someone with an interest in the FBI “finding” digital evidence against Raniere.

Moreover, the question-and-answer interactions between prosecutor Hajjar and SA Mills seemed
intent on convincing the jury of the reliability of the digital evidence through a robust discussion
of FBI search procedures, while deliberately obfuscating the FBI’s aberrant evidence handling
activities that occurred thereafter. In short, the testimonial evidence recorded in this court
transcript is consistent with the evidence manipulation opinions and conclusions expressed in my
Technical Findings and Process Findings reports.

Respectfully Submitted,

J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner
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J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner

April 25, 2022

Expert Opinion Regarding Time to Review Digital Evidence
Professional Background

I served as an FBI Special Agent for 20 years, from 1999 to 2019, with more than half of that
career in cybersecurity and digital forensics (See attached CV). In the FBI, I served as a case
agent, a supervisor, a unit chief, a forensic examiner, a trainer of forensic examiners, and a
trainer of other trainers of forensic examiners. I have personally sworn out affidavits for dozens
of search warrants and collected, preserved, and analyzed hundreds of pieces of digital evidence.
Therefore, [ have an in-depth knowledge of FBI evidence handling procedures, and of digital
evidence examination procedures and policies.

Review of Events

In my experience serving in the FBI’s Computer Analysis Response Team (CART), forensic
examiners are typically given several months to examine digital evidence and prepare analyses
for legal proceedings. Similarly, a court’s discovery order usually requires that evidence against
the accused be provided to the defense team with enough time to prepare a reasonable defense.
In the case of U.S. vs KEITH RANIERE, neither of these norms were followed.

Two digital devices — a camera card (CF card) and an external hard drive (WD HDD) — were the
only pieces of digital evidence used to support the government’s charge of child exploitation in
this case. However, despite having possession of these items for a year, the FBI did not provide
defense counsel any access until 03/13/2019', a mere twenty-six days before jury selection was
scheduled. At that time, the FBI gave the defense access to the forensic image of the external
hard drive only, and due to the allegation of child pornography, the defense expert could not
remove any data from the premises beyond screen shots of file listings and handwritten notes.

Further impeding the ability of the defense to conduct a thorough review of the evidence with its
own forensic tools, the FBI did not provide a “clean” (non-forensic) copy of the contents of the
hard drive until 04/06/2019, less than a week prior to the scheduled jury selection.

1 This was also the date of the government's Second Superseding Indictment alleging sexual exploitation
of a child. According to the FBI examiner's notes, 03/13/2019 was the date the hard drive image was
prepared for review. | do not know when the defense expert was provided access to review it.
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Finally, the FBI significantly delayed the creation and delivery of the forensic reports used at
trial. According to the sworn declaration of defense counsel Marc Agnifilo filed on 04/22/2019,
“...when asked recently when we were going to get these reports, the prosecution stated that the
reports were not completed but that the government would make the reports available when the
FBI completed them.” In fact, the “not completed” forensic reports already had been completed
on 04/11/2011 but were still being withheld from the defense team two weeks prior to opening
statements.

The government’s delay of the second forensic report of the CF card was even more egregious.
The FBI first examined the CF card and created a forensic report on 04/11/2019. Then, more
than four weeks AFTER trial had begun — and against FBI digital evidence policy — the FBI
conducted a second examination of the CF card? resulting in a second forensic image and
generated a “replacement” report of the CF card on 06/11/2019. The defense team literally had
no time to prepare a technical rebuttal before this report was introduced at trial.

Required Analysis

A defendant is entitled to the opportunity to review, analyze, and rebut the evidence used against
him. At a minimum, the analysis of digital evidence in this case should have included the
following tasks:
e A review of the legal authority to conduct the examination.
e A review of the evidence collection, packaging, transportation, and storage procedures.
® A review of the chain(s) of custody.
e A review of the examination notes and administrative paperwork.
e Verification of evidence integrity (e.g., via MDS5 hashing).
» Reproduction of the forensic steps used to produce the alleged results.
e New analysis of evidence, including but not limited to:
File system metadata,
EXIF data,
File content,
Application artifacts,

O O O O O

Operating system artifacts, and
o Timeline analysis

Creation of new trial exhibits to rebut the govermnment’s narrative.

In my expert opinion, it would be impossible for a defense expert to have completed the above
listed activities within a mere twenty-six days (in the case of the hard drive) much less
instantaneously (in the case of the CF card).

2 see my Technical Findings and Process Findings reports, where | describe this anomaly in detail.
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Conclusion

The government placed the Raniere defense team at a significant and unjust disadvantage by
intentionally withholding key evidence they intended to use at trial. At best, the defense team
was given only twenty-six days to conduct a technical review of some of the digital evidence (a
non-forensic and partial copy of the hard drive contents) and at worst, it was given no
opportunity to review the second FTK forensic report related to the CF card.

It is my expert opinion that it was unreasonable to expect the defense team to have conducted a

forensic analysis of the digital evidence in this case within the given time frames.

Respectfully Submitted,

J. Richard Kiper, PhD, PMP
FBI Special Agent (Retired) and Forensic Examiner
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