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Pa.R.Crim. P. Chapter 2, Part A. SEARCH WARRANTS
Rule 202, Approval of Search Warrant Applications by Attorney for the Commonwealil — Local Option.
(a) The District Attorney of any county may require that search warrant applications filed in the county have the approval of an attorney for the
Commonwealth prior to filing.

Rule 204. Person To Serve Warrant.
A search warrant shall be served by a law enforcement officer. Clarlont Uiagpds
¥ Es R

Rule 205. Contents of Search Warrant. SHN 13 43 i

Each search warrant shall be signed by the issuing authority and shall:

(1) specify the date and time of issuance;

(2 identify specifically the property to be seized;

(3) name or describe with particularity the person or place to be searched;

(4) direct that the search be executed either; (a) within a specified period of time, not to exceed 2 days from the time of issuance, or; (b) when the warrant
is issued for a prospective event, only after the specified event has occurred.

(5) direct that the warrant be served in the daytime unless otherwise authorized on the warrant, PROVIDED THAT, for purposes of the Rules of Chapter
2, Part A, the term "daytime" shall be used to mean the hours of 6 a.m, to 10 p.m,;

(6) designate by title the judicial officer to whom the warrant shall be retumed;

(7) certify that the issuing authority has found probable cause based upon the facts swomn to or aftirmed before the issuing authority by written
atfidavit(s) attached to the warrant; and

(8) when applicable, cerlify on the face of the warrant that for good cause shown the affidavit(s) is scaled pursuant to Rule 211 and state the length of
time the affidavit(s) will be seated.

Rule 206. Conrenrs of Application for Search Warrant.

Each application for a search warrant shall be supported by written affidavit{s) signed and sworn to ot alfirmed before an issuing authority, which

affidavit(s) shall:

(1) state the name and department, agency, or address of the affiant;

(2) identify specifically the items or property to be searched for and seized;

(3) name or describe with particularily the person or place to be searched,

(4) tdentify the owner, ocoupant, or possessor of the place to be searched;

(5) specify or describe the crime which hag been or is being committed;

(6) set forth specifically the facts and circumstances which form the basis for the affiant’s conclusion that there is probable cause to believe that the items
or property identified are evidence or the fruit of a crime, or are contraband, or are or are ¢xpected te be otherwise uniawtully possessed or subject to
seizure, and that these items or property are or are expected to be located on the particutar person or at the particular place described;

(7)  if a “nighttime™ search is requested {i.c., 10 pm. to 6 am.}, state additicnal reasonable cause for seeking permission to search in the nighitime; and

{8) when the attorney for the Commonwealth is requesting that the affidavit(s) be sealed pursuant to Rule 211, state the facts and circumstances which are
alleged to establish good cause for the sealing of the affidavit(s).

Rule 208. Copy of Warrani; Receipt for Seized Property.

(a) A law enforcement officer, upon taking property pursuant to a search warrant, shall leave with the person from whom or from whose premises the
property was faken a copy of the warrant and afidavit{s) in support thereof, and a receipt for the property seized. A copy of the warrant and
affidavit{s) must be left whether or not any property is seized.

{b) 1f' no one is present on the premises when the warrant is executed, the officer shall leave the decuments specified in paragraph (a) at a conspicuous
location in the said premises. A copy of the warrant and affidavit(s) must be left whether or not any property is seized.

{c} Wotwithstanding the requirements in paragraphs {a) and (b}, the officer shall not [eave a copy of an affidavit that has been ssaled pursuant to Rule
211,

Rule 209. Return with Inventory.

(a) Aninventory of iltems seized shall be made by the faw enforcement officer serving a scarch warrant. The inventory shall be made i the presence of
the person from whose possession ot premises the property was talcen, when feasible, or otherwise in the presence of at least one witness, The officer
shall sign a statement on the inventory that it is a true and correct listing of all items seized, and that the signer is subject to the penalties and
provigions of 1§ Pa.C.8, Section 4904(b) - Unsworn Falsification to Authorities. The inventery shall be returned to and filed with the issuing
authority.

(b} The judicial officer to whom the return was made shall upon request cause a copy of'the inventory to be delivered to the applicant for the warrant and
to the person from whom, or from whose premises, the property was taken.

(¢} When the search warrant affidavit(s) is sealed pursuant to Rule 211, the return shall be made to the justice or judge whe issucd the warrant.

Tl—lE LAW ENFORCEMENT OFFICER SHALL MAKE ALL RFTURNS TO THE ISSU AUTHOR]TY
DESIGNATED ON THE SEARCH WARRANT.
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A COPY OF THIS FORM, WHEN COMPLETED, IS TO BE ATTACHED TO EACH COPY OF THE SEARCH WARRANTS/AFFIDAVIT
Commonwealth of Pennsylvania RECEIPT / INVENTORY
OF SEIZED PROPERTY
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The following property was taken / seized and a copy of this Receipt / Inventory with a copy of the Search
Warrant and affidavit(s) (if not sealed) was
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[ was left at (describe the location)
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I/'we do hereby state that this inventory is to the best of my/our knowledge and belief a true and correct listing of all items seized, and that l/we
sign this Receipt;’ ihventory subjecﬁ the penalties and provisions of Title 18 Pa.C.S. 4904(k)--Unsworn Falsification to Authorities,

Tpr. Justin M. LERI PSP 13223
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Exhihit A
Statement of Brett Payne
The below information is provided by Corporal (CPL) Breit Payne, who is a duly appointed,
qualified and acting peace officer within the County of Latah, State of Idaho, CPL Payne is
employed by Moscow Police Department in the offieial capacity or position of Corporal and has
been a trained and qualified peace officer for approximately four (4) years. Cpl. Payne is being

assisted by members of the Idaho State Police and agents of the Federal Bureau of Investigation,

On November 13, 2022, at approximately 4:00 p.an., Moscow Police Department (MPD)
Sergeant Blaker and I responded to 1122 King Road, Moscow, Idaho, hereafter the “King Road
Residence,” to assist with scene security and processing of a crime scene associated with four
homicides. Upon our arrival, the Idaho State Police (ISF) Forensic Team was on scene and was
preparing to begin processing the scene. MPD Officer (OFC) Smith, one of the initial responding

officers to the incident, advised he would walk me through the scene,

OFC Smith and I entered the King Road Residence through the bottom floor door on the
nort'h side of the building. OFC Smith and I then walked upstairs to the second floor. OFC Smith
directed me down the hallway to the west bedroom on the second floor, which I later learned
(through Xana’s driver’s license and other personal belongings found in the room) was Xana
Kernodle’s, hereafter “Kernodie” room. Just before this room there was a bathroom door on the
south wall of the hallway. As 1 approached the room, I could see a body, later identified as
Kernodle’s, laying on the floor. Kernodle was deceased with wounds which appeared to have

been caused by an edged weapon.

Also in the room was a male, later identified as Ethan Chapin, hereafter, “Chapin”.

Chapin was also deceased with wounds later determined (Autopsy Report provided by Spokane
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similarly reviewing footage that was obtained.

A review of camera footage indicated that a white sedan, hereafter “Suspect Vehicle 17,
was observed traveling westbound in the 700 block of Indian Hills Drive in Moscow at
approximately 3:26 a.m and westbound on Styner Avenue at Idaho State Highway 95 in Moscow
at approximately 3:28 a.m. On this video, it appeared Suspect Vehicle 1 was not displaying a

front license plate.

A review of footage from multiple videos obtained from the King Road Neighborhood
showed multiple sightings of Suspect Vehicle 1 starting at 3:29 am. and ending at 4:20 am.
These sightings show Suspect Vehicle 1 makes an initial three passes by the 1122 King Road
residence and then leave via Walenta Drive. Based off of my experience as a Patrol Officer this
is a residential neighborhood with a very limited number of vehicles that travel in the area during
the eatly moming hours. Upon review of the video there are only a few cars that enter and exit

this area during this time frame.

Suspect Vehicle 1 can be seen entering the area a fourth time a approximately 4:04 am. It
can be seen driving eastbound on King Road, stopping and tarning around in front of 500 Queen
Road #52 and then driving back westbound on King Road. When Suspect Vehicle 1 is in front of
the King Road Residence, it appeared to unsuccessfully attempt to park or turn around in the
road. The vehicle then continued to the intersection of Queen Road and King Road where it can

be seen corpleting a three-point tura and then driving eastbound again down Queen Road.

Suspect Vehicle 1 is next seen departing the area of the King Road Residence at
approximately 4:20 a.m. at a high rate of speed. Suspect Vehicle 1 is next observed traveling

southbound on Walenta Drive. Based on my knowledge of the area and review of camera footage
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in the neighborhood that does not show Suspect Vehicla t duting that timeframe, .E believe that
Suspect Vehicle 1 likely exited the neighborhood at Palouse River Drive and Conestoga Drive.
Palouse River Drive is at the southern edge of Moscow and proceeds into Whitman County,
Washington. Eventually the road leads to Pullman, Washington, Pullman Washington is
approximately 10 miles from Moscow, Idaho, Both Pullman and Moscow are small college

towns and people commonly travel back and forth between them.

T.aw enforcement officers provided video footage of Suspect Vehicle 1 to forensic
examiners with the Federal Bureau of Investigation that regularly utilize surveillance footage to
identify the year, make, and model of an unknown vehicle that is observed by one or more
carneras durin g the commission of a criminal offense. The Forensic Examiner has approximately
35 years law enforcement experience with twelve years at the FBL His specific training includes
identifying wnique characteristics of vehicles, and he uses a database that gives visual queues of

vehicles across states to identify differences between vehicles.

After reviewing the mumerous observances of Suspect Vehicle 1, the forensic examiner
initially believed that Suspect Vehicle 1 was a 2011-2013 Hyundai Elantra. Upon further
review, they indicated it could also be a 2011-2016 Hyundai Elautra. As a result, investigators
have been reviewing information on persons in possession of a vehicle that is a 2011-2016 white

Hyundai Elantra.

Investigators were given acoess to video footage on the Washington State University
(WSU) campus located in Pullman, WA, A review of that video indicated that at approximately
2:44 a.m. on November 13, 2022, a white sedan, which was consistent with the description of the
White Elantra known as Suspect Vehicle 1, was observed on WSU surveillance cameras

travelling north on southeast Nevada Street at northeast Stadium Way. At approximately 2:53
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a.1m., a white sedan, which is consistent with the description of the White Elantra known as
Suspect Vehicle 1, was observed traveling southeast on Nevada Street in Pullman, WA towatcls
SR 270. SR 270 connects Pullman, Washington to Moscow, Idabo. This camera footage from
Pullman, WA was provided to the same FBI Forensic Examiner. The Forensic Examiner

identified the vehicle observed in Pullman, WA as being a 2014-2016 Hyundai Elantra.

At approximately 5:25 a.m., a white sedan, which was consistent with the description of
Suspect Vehicle 1, was observed on five cameras in Pullman, WA and on WU Campus
cameras, The first camera that recorded the white sedan was located at 1300 Johnson Road in
Pullman. The white sedan was observed traveling northbound on Johnson Road. Johnsen Road
leads directly back to West Palouse River Drive in Moscow which intersects with Conestoga
Drive. The white sedan was then observed furning north on Bishop Boulevard and northwest on
SR 270, At approximately 5:27 a.m., the White Elantra was observed on cameras traveling
northbound on Stadium Way at Nevada Street, Stadium Way at Grimes Way, Stadium Drive at

Wilson Road, and Stadiun Way at Cougar Way.

Depiction showing Moscow and Pullman!




Depiction showing White Flantra’s path of travel:
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On November 25, 2022, MPD asked area law enforcement agencies to be on the lookout
for white Hyundai Elantras in tlw. area. On November 29, 2022, at approximately 12:28 am.,
Washington State University (WSU) Police Officer Daniel Tiengo, queried white Elantras
registered at WSU. As a result of that query, he h}cateé a 2013 white Elantra with a Pennsylvania
license plate LFZ-8649. This vehicle was registered to Bryan Kohberger hereafter “Kohberger”
residing at 1630 NE Valley Road, Apartment 201, Pullman, Washington. 1630 NE Valley Road
is approximately three-quarters of a mile from the intersection of Stadium Way and Cougar Way

(last camera location that picked up the white Elantra),
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That same day at approximately 12:58 a.m., WSU Officer Curtis Whitrman was looking
for white Hyundai Elantra’s and located a 2015 white Hyundai Flantra at 1630 NE Valley Road
in Pullman in the parking lot. 1630 NE Valley Road is an apattment complex that houses WSU
students, Officer Whitman also ran the car and it returned to Kobberger with a Washington tag. 1
reviewed Kohberger’'s WA state driver license information and photograph. This license
indicates that Kohberger is a white male with a height of 6” and weighs 185 pounds.
Additionally, the photograﬁh of Kohberger shows that he has bushy eyebrows, Kohberger’s
physical description is consistent with the description of the male [ il s»w inside the King

Road Residence on November 13%,

Further investigation, including a review of Latak County Sheriff’s Deputy Corporal
(C'PL) Duke’s body cam and reports, showed that on August 21, 2022, Bryan Kohberger was
detained as part of a traffic stop that occurred in Moscow, Idaho, by CPL Duke, At the time,
Kobberger, who was the sole ocoupant, was driving a white 2015 Hyundai Elantra with
Pennsylvenia plate LFZ-8649 which was sct to expire on November 30, 2022. During the stop,
which was recorded via a law enforcement body camera, Kohberger provided his phone number
a8 -8.458, hereafter the “8458 Phone” as his cellular telephone number, Investigators
conducted electronic database queries and learned that the 8458 Phone is a number issued by

AT&T.

On October 14, 2022, Bryan Kohberger was detained as part of a traffic stop by a WSU
Police Officer. Upon review of that body cam and report of the stop, Kohberger was the sole

occupant and was driving a white 2015 Hyundai Elantra with Pennsylvania plate LFZ-8649.

On November 18, 2022, according to WA state licensing, Kohberger registered the 2015

white Elentra with WA and later received WA plate CFB~8708. Prior to this time, the 2015 white
A
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Elantra was registered in Pennsylvania, which does not require a front license plate o be
displayed (this was learned through communications with a Pennsylvania officer who is
currently certified in the State of Pennsylvania). Based on my own experience and
communication with Washington law enforcement, I know that Idaho and Washington require

front and back license plates to be displayed.

Investigators believe that Kohberger is still driving the 2015 white Elantra 5ecause his
vehicle was captured on December 13, 2022, by a license plate reader in Loma, Colorado
(information provided by a query to a database). Kohberger’s Elantra was then queried on
December 15, 2022 by law enforcement in Hancock County, Indiana. On December 16, 2022 at
approximately 2:26 p.m., surveillance video showed Kohberger's Elantra in Albrightsville,
Pennsylvania, The sole occupant of the vehicle was a white male whose description was
;;onsistraﬂt with Kohberger. Kohberger has family in Albrightsville, Pennsylvania (learned

through a TLO search and locate tool database query).

Based on information provided on the WSU website, Kohberger 18 currently a Ph.D
Student in Criminology at Washington State University. Pursuant to records provided by a
member of the interview panel for Pullman Police Department, we learned that Kohberget’s past
education included undergraduate degrees in psychology and cloud-based forensics. These
records also showed Kohberger wrote an essay when he applied for an internship with the
Pullman Police Department in the fall of 2022, Kohberger wrote in his essay he had interest in
assisting rural law enforcement agencies with how to better collect and analyze technological
data in public safety operations. Kohberger also posted a Reddit survey which can be found by

an open-source internet search, The survey asked for participants to provide information to
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“understand how emotions and psychological traits influence decision making when committing

a crime.”

As part of this investigation, law enforcement obtained search warrants to determine
cellular devices that utilized cellular towers in close proximity to the King Road Residence on
November 13, 2022, between 3:00 a.m. and 5:00 a.m. After determining that Kohberger was
associated to both the 2015 White Elantra and the 8458 Phone, investigetors reviewed %heée
search warrant returns. A query of the 8458 Phone in these returns did not show the 8458 Phone
utilizing cellular tower resources in close proximity to the King Road Residence between 3:00

a,m. and 3:00 aan.

Based on my training, experience, and conversations with law enforcement officers that
specialize in the utilization of cellular telephone records as part of investigations, individuals can
either leave their ceilular telephone at a different location before committing a crime or turn their
cellular telephone off prior to going to a location to commit a crime. This is done by subjects in
an effort to avoid alerting law enforcement that a cellular device associated with them was in a
particular area where a crims is committed. 1 also know that on numerous occasions, subjects
will surveil an area where they intend to commit 4 crime prior to the date of the crime.
Depending on the circumstances, this could be done a few days before or for several months
prior to the commission of'a crime. During these types of surveillance, it 1s possible that an
individual would not leave their celiular telephone at a separate location or turn it off since they

do not plan to commit the offense on that particular day.

On December 23, 2022, T applied for and was granted a search warrant for historical

phone records between November 12, 2022 at 12:00 a.m. and November 14, at 12:00 a.m. for the
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8458 Phone held by the phone provider AT&T (approximately 24 hours proceeding and

following the times of the homioi-des).

On December 23, 2022, pursuant to that search warrant, I received records for the 8458
Phone from AT&T. These records indicated that the 8458 Phone is subscribed to Bryan
Kohberger at an address in Albrightsville, Pennsylvania and the account has been open since
June 23, 2022, These records also included historical cell site location information (CSLI) for
the 8458 Phone. After receiving this information, T consulted with an FBI Special Agent (SA)
that is certified as a member of the Cellular Analysis Survey Team (CAST). Members of CAST
are certified with the FBI to provide expert testimony in the field of historical CSLI and are
required to pass extensive training that includes both written and practical examinations prior to
be certified with CAST as well as the completion of yearly certification requirements.
Additionally, the FBI CAST SA that I consulted with has over fifteen years of federal law
enforcement experience, which includes six years with the FBL From information provided by
CAST, I was able to determine estimated locations for the 84358 Phone form November 12, 2022,

to Movember 13, 2022, the time period authorized by the court.

On November 13, 2022, at approximately 2:42 a.m., the 8458 Phone was utilizing
cellular resources that provide coverage to 1630 Northeast Valley Road, Apt G201, Pullman,
WA, hereafter the “Kohberger Residence.” At approximately 2:47 a.m., the 8458 Phone utilized
cellular resources that provide coverage southeast of the Kohberger Residence consistent with
the 8458 Phone leaving the Kohberger Residence and traveling south through Pullman, WA,
This is consistent with the movement of the white Elantra, At approximately 2:47 a.m, the 8458
Phone stops reporting to the network, which is consistent with either the phone being in an arca

without cellular coverage, the connection to the network is diszbled (such as putting the phone in
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airplane mode), or that the phone is turned off. The 8458 Phone does not report to the network
again until approximstely 4:48 a.m. at which time it utilized celtular resources that provide
coverage to 1D state highway 95 south of Moscow, ID near Blaine, 1D (town north of Genesee).
Be‘twém 4:50 am. and 5:26 a.m., the phone utilizes cellular resources that are consistent with the
8458 Phone traveling soufh on ID state highway 95 to Genesee, ID, then traveling west towards
Uniontown, ID, and then north back into Pullman, WA, At approximately 5:30 a.m., the 8438
Phone is utilizing resources that provide coverage to Pullman, WA and consistent with the phone
traveling back to the Kohberger Residence. The 8458 Phone’s movements are consistent with the
movements of the white Elantra that is observed traveling north on Stadium Drive at
approximately 5:27 a.m. Based on a review of the 8458 Phone’s estimated locations and travel,

the 8458 Phone’s travel is consistent with that of the whate Elantra.

Further review indicated that the 8458 Phone utilized cellular resources on November 13,
2022, that are consistent with the 8458 Phone leaving the area of the Kohberger Residence at
approximately 9:00 a.m. and traveling to Moscow, [D. Specifically, the 8458 Phone utilized
cellular resources that would provide coverage to the King Road Residence between 9:12 a.m.
and 9:21 a.m. The 8458 Phone next utilized cellular resources that are consistent with the 8458
Phone traveling back to the area of the Kohberger Residence and arriving to the area at

approximately 9:32 a.m.

Below is a depiction (not to scale) of the possible route taken based off of cellular site

locations:
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Investigators found that the 8458 Phone did connect to a cell phone tower that provides
service to Moscow on November 14, 2022, buf investigators do not believe the 8458 Phone was
in Moscow on that date. The 8458 Phone has not comnected to any towers that provide service to

Moscow since that date.

Based on my training, experience, and the facts of the investigation thus far, T believe that
Kohberger, the user of the 8458 Phone, was likely the driver of the white Elantra that is observed
departing Pullman, WA and that this vehicle is likely Suspect Vehicle 1. Additionally, the route
of travel of the 84538 Phone during the early moming hours of November 13, 2022 and the lack
of the 8458 Phone reporting to AT&T between 2:47 a.m., and 4:48 a.m. is consistent with

Kohberger attempting to conceal his location during the quadruple homicide that occurred at the

King Road Residence.
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On December 23, 2022, 1 was granted a search warrant for Kohberger’s historical CSL1
from June 23, 2022 to current, prospective location information, and a Pen Register/Trap and
Trace on the 8458 Phone to aid in efforts to determine if Kohberger stalked any of the victims in
this case prior to the offense, conducted surveillance on the King Road Residence, was in contact
with any of the victim’s associates before or after the alleged offense, any locations that may
contain evidence of the murders that occurred on November 13, 2022, the location of the white

Elantra registered to Kohberger, as well as the location of Eohberger,

On December 23, 2022, pursuant to that search warrant, | received historical records for
the 8458 Phone from AT&T from the time the account was opened in June 2022, After
consulting with CAST SA, T was able to determine estimated locations for the 8458 Phone from
June 2022 to present, the time period authorized by the court. The records for the 8458 Phone
show the 8458 Phone utilizing cellular resources that provide coverage to the area of 1122 King
Road on at least twelve occasions prior to November 13, 2022, All of these occasions, except for

one, occurred in the late evening and early morning hours of their respective days.

One of these occasions, on August 21, 2022, the 8458 Phone utilized cellular resources
providing coverage to the King Road Residence from approximately 10:34 p.m. to 11:35 p.m. At
approximately 11:37 p.m., Kohberger was stopped by Latah County Sheriff’s Deputy Corporal
Duke, as mentioned above. The 8548 Phone was ulilizing cellular resources consistent with the

location of the traffic stop during this time (Farm Road and Pullman Highway).

Further analysis of the cellular data provided showed the 8458 Phone utilized cellular
resources on November 13, 2022, consistent with the Phone travelling from Pullman,
Washington to Lewiston, Idaho via US Highway 195, At approximately 12:36 p.m., the 8458

Phone utilized cellular resources that would provide coverage to Kate’s Cup of Joe coffee stand
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located at 810 Port Drive, Clarkston, WA. Surveillance footage from the US Chef’s Store located
at 820 Port Drive, Clarkston, WA and adjacent to Kate’s Cup of Joe showed a white Elantra,
consistent with Suspect Vehicle 1, drive past Kate’s Cup of Joe af a time consistent with the

celtular data from the 8548 Phone.

At approximately 12:46 p.m., the 8458 Phione then utilized cellular data in the area of the
Albertson’s grocery store at 400 Bridge Street in Clarkston, Washington. Surveillance footage
obtained from the Albertson’s showed Kohberger exit the white Elantra, consistent with Suspect
Vehicle 1, at approximately 12:49 p.m. Interior surveillance cameras showed Kohberger walk

through the store, purchase unknown items at the checkout, and leave at approximately 1:04 pan.

Kohberger’s possible path of travel is depicted below (not to scale):







Many electronic devices, particularly newer mobile devices and laptops, offer their users
the ability to unlock the device through biometric features in lieu of a numeric or alphanumeric
passcode or password. These biometric features include fingerprint scanners, facial recognition
features, and iris recognition features. Some devices offer a combination of these biometric

features, and the user of such devices can select which features they would like to utilize.

If a device is equipped with a fingerprint scanner, a user may enable the ability to unlock
the device through his or her fingerprints. For example, Apple offers a feature called “Touch
ID,” which allows a user to register up to five fingerprints that can unlock a device. Once a
fingerprint is registered, a user can unlock the device by pressing the relevant finger to the
device’s Touch ID sensor, which is found in the round button (often referred to as the “home”
button) located at the bottom center of the front of the device. The fingerprint sensors found on

devices produced by other manufacturers have difforent names but operate similarly to Touch

ID.

If a device is equipped with a facial recognition feature, a user may enable the ability to
unlock the device through his or her face. For .exa-mple, this feature is available on certain
Android devices and is called “Trusted Face.” During the Trusted Face registration process, the
user holds the device in frémt of his or her face. The device’s front-facing camera then analyzes
and records data based on the user’s facial characteristics. The device can then be ynlocked if the
frort-facing camera detects a face with characteristics that match those of the registered face.
Facial recognition features found on devices produced by other marufacturers have different

names but operate similarly to Trusted Face.

If a device is equipped with an iris recognition feature, a user may enable the ability to

unlock the device with his or her irises, For example, on certain Microsoft devices, this feature is
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called “Windows Hello.” During the Windows Hello registration, a user registers his or her irises
by holding the device in front of his or her face. The device then directs an infrared light toward
the user’s face and activates an infrared-sensitive camera to record data based on patterns within
the user’s irises. The device can then be unlocked if the infrared-sensitive camera detects the
registered irises. Iris recognition features found on devices produced by other manufacturers

have different names but operate similarly to Windows Hello,

Users of electronic devices often enable the aforementioned biometric features because
they are considered to be a more convenient way to untock a device than by entering a numeric
or alphanumeric passcode or password. Moreover, in some instances, biometric features are
considered to be a more secure way to protect a device’s contents. This is particularly true when
the users of a device are engaged in criminal activities and thus have a heightened concern about

securitig the contents of a device.

As discussed in this affidavit, based on my training and experience Ibelzie.ve that one or
more digital devices will be found during the search. The passcode or password that would
unlock the devica(s) subject to search under this warrant is not known to law enforcement, Thus,
law enforcement personnel may not otherwise be able to access the data contained within the
device(s), making the use of biometric fealures necessary to the execution of the search

authorized by this warrant.

T also know from my training and experience, as well as from information found in
publicly available matérials including those published by device manufacturers, that biometric
features will not unlock a device in some circumstances even if such features are enabled. This
can occur when a device has been restarted, inactive, or has not been unlocked for a certain

period of time. For example, Apple devices cannot be unlocked using Touch ID when (1) more
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than 48 hours has elapsed since the device was last unlocked or (2) when the device has not been
uniocked vsing a fingerprint for 8 hours and the passcode or password has not been entered in
the last 6 days. Similatly, certain Android devices cannot be unlocked with Trusted Face if the
device has remained inactive for four hours. Biometric featares from other brands carry similar
restrictions, Thus, in the event law enforcement personnel encounter a locked device equipped
with biometric features, the opportunity to unlock the device through 2 biometric feature may

exist for only a short time,

In my training and experience, the person who is in possession of a device or has the
device among his or her belongings at the time the device is found is likely a user of the device.
However, in my training and experience, that person may not be the only user of the device
whose physical characteristics are among those that will unleck the device via biometric features,
and it is also possible that the person in whose possession the device is found is not actually a
user of that device at all. Furthermore, in my training and experience, I know that in some cases
it may not be possible to know with certainty who is the user of a given device, such as if the
device is found in a common area of a premises without any identifying information on the
exterior of the device. Thus, it will likely be necessary for law enforcement to have the ability to
require any individual, who is found at the Subject Premises and reasonably believed by law
enforcement to be a user of the device, to unlock the device using biometric features in the same

mannet as discussed above,

Due to the foregoing, if law enforcement personnel encounter a device that is subject to
seizure pursuant to this warrant and may be unlocked using one of the aforementioned biometric
features, the warrant T am applying for would permit law enforcement personnel to (1) press or

swipe the fingers (including thumbs) of any individual, who is found at the subject premises and
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reasonably believed by law enforcement 10 be a user of the device(s), to the fingerprint scanner
of the device(s) found at the premises; (2) hold the device(s) found at the premises in front of the
face to those same individuals and activate the facial recognition feature; and/or (3) hold the
device(s) found at the premises in front of the face of those same individuals and activate the iris
recognition feature, for the purpose of attempting to unlock the device(s) in order to search the

contents as authorized by this warrant.
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